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compromise constitutional rights, re-
veal the identity of an intelligence
source or confidential informant, or
disclose trade secrets or similarly con-
fidential commercial or financial infor-
mation.

(f) Requests for opinion or expert testi-
mony. (1) Subject to 5 CFR 2635.805, an
employee or former employee shall not
provide, with or without compensation,
opinion or expert testimony concerning
official information, subjects, or ac-
tivities, except on behalf of the United
States or a party represented by the
Department of Justice, without writ-
ten approval of agency counsel.

(2) Upon a showing by the requestor
of exceptional need or unique cir-
cumstances and that the anticipated
testimony will not be adverse to the in-
terests of the Department or the
United States, agency counsel may, in
writing, grant authorization for an em-
ployee, or former employee, to appear
and testify at no expense to the United
States.

(3) Any expert or opinion testimony
by a former employee of the Depart-
ment shall be excepted from §1.11(f)(1)
where the testimony involves only gen-
eral expertise gained while employed
at the Department.

(g) Procedures when agency counsel di-
rects an employee not to testify or provide
documents. (1) If agency counsel deter-
mines that an employee or former em-
ployee should not comply with a sub-
poena or other request for testimony or
the production of documents, agency
counsel will so inform the employee
and the party who submitted the sub-
poena or made the request.

(2) If, despite the determination of
the agency counsel that testimony
should not be given and/or documents
not be produced, a court of competent
jurisdiction or other appropriate au-
thority orders the employee or former
employee to testify and/or produce doc-
uments, the employee shall notify
agency counsel of such order.

(i) If agency counsel determines that
no further legal review of, or challenge
to, the order will be sought, the em-
ployee or former employee shall com-
ply with the order.

(ii) If agency counsel determines to
challenge the order, or that further
legal review is necessary, the employee
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or former employee should not comply
with the order. Where necessary, the
employee should appear at the time
and place set forth in the subpoena. If
legal counsel cannot appear on behalf
of the employee, the employee should
produce a copy of this subpart and re-
spectfully inform the legal tribunal
that he/she has been advised by counsel
not to provide the requested testimony
and/or produce documents. If the legal
tribunal rules that the subpoena must
be complied with, the employee shall
respectfully decline to comply, citing
this section and United States ex rel.
Touhy v. Ragen, 340 U.S. 462 (1951).

[69 FR 54003, Sept. 7, 2004]

§1.12 Regulations not applicable to of-
ficial request.

The regulations in this part shall not
be applicable to official requests of
other governmental agencies or offi-
cers thereof acting in their official ca-
pacities, unless it appears that grant-
ing a particular request would be in
violation of law or inimical to the pub-
lic interest. Cases of doubt should be
referred for decision to agency counsel
(as defined in §1.11(b)(1)).

[69 FR 54003, Sept. 7, 2004]

Subpart C—Privacy Act

§1.20 Purpose and scope of regulation.

The regulations in this subpart are
issued to implement the provisions of
the Privacy Act of 1974 (6 U.S.C. 5562a).
The regulations apply to all records
which are contained in systems of
records maintained by the Department
of the Treasury and which are re-
trieved by an individual’s name or per-
sonal identifier. They do not relate to
those personnel records of Government
employees, which are under the juris-
diction of the Office of Personnel Man-
agement to the extent such records are
subject to regulations issued by such
OPM. The regulations apply to all com-
ponents of the Department of the
Treasury. Any reference in this subpart
to the Department or its officials, em-
ployees, or records shall be deemed to
refer also to the components or their
officials, employees, or records. The
regulations set forth the requirements
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applicable to Department of the Treas-
ury employees maintaining, collecting,
using or disseminating records per-
taining to individuals. They also set
forth the procedures by which individ-
uals may request notification of wheth-
er the Department of the Treasury
maintains or has disclosed a record
pertaining to them or may seek access
to such records maintained in any non-
exempt system of records, request cor-
rection of such records, appeal any ini-
tial adverse determination of any re-
quest for amendment, or may seek an
accounting of disclosures of such
records. For the convenience of inter-
ested persons, the components of the
Department of the Treasury may re-
print these regulations in their en-
tirety (less any appendices not applica-
ble to the component in question) in
those titles of the Code of Federal Reg-
ulations which normally contain regu-
lations applicable to such components.
In connection with such republication,
and at other appropriate times, compo-
nents may issue supplementary regula-
tions applicable only to the component
in question, which are consistent with
these regulations. In the event of any
actual or apparent inconsistency, these
Departmental regulations shall govern.
Persons interested in the records of a
particular component should, there-
fore, also consult the Code of Federal
Regulations for any rules or regula-
tions promulgated specifically with re-
spect to that component (see Appen-
dices to this subpart for cross ref-
erences). The head of each component
is hereby also authorized to substitute
other appropriate officials for those
designated and correct addresses speci-
fied in the appendix to this subpart ap-
plicable to the component. The compo-
nents of the Department of the Treas-
ury for the purposes of this subpart are
the following offices and bureaus:

(a) The Departmental Offices, which
include the offices of:

(1) The Secretary of the Treasury, in-
cluding immediate staff;

(2) The Deputy Secretary of the
Treasury, including immediate staff;

(3) The Chief of Staff, including im-
mediate staff;

(4) The Executive Secretary of the
Treasury and all offices reporting to
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such immediate
staff;

(56) Under Secretary (International
Affairs) and all offices reporting to

official, including

such official, including immediate
staff;
(6) Assistant Secretary (Inter-

national Economics and Development)
and all offices reporting to such offi-
cial, including immediate staff;

(7) Assistant Secretary (Financial
Markets and Investment Policy) and
all offices reporting to such official, in-
cluding immediate staff;

(8) Under Secretary (Domestic Fi-
nance) and all offices reporting to such
official, including immediate staff;

(9) Fiscal Assistant Secretary and all
offices reporting to such official, in-
cluding immediate staff;

(10) Assistant Secretary (Financial
Institutions) and all offices reporting
to such official, including immediate
staff;

(11) Assistant Secretary (Financial
Markets) and all offices reporting to
such official, including immediate
staff;

(12) Assistant Secretary (Financial
Stability) and all offices reporting to
such official, including immediate
staff;

(13) Under Secretary (Terrorism & Fi-
nancial Intelligence) and all offices re-
porting to such official, including im-
mediate staff;

(14) Assistant Secretary (Terrorist
Financing) and all offices reporting to
such official, including immediate
staff;

(15) Assistant Secretary (Intelligence
and Analysis) and all offices reporting
to such official, including immediate
staff;

(16) General Counsel and all offices
reporting to such official, including
immediate staff; except legal counsel
to the components listed in paragraphs
(a)(23), (a)(24), and (a)(25) and (b)
through (j) of this section;

(17) Treasurer of the United States
including immediate staff;

(18) Assistant Secretary (Legislative
Affairs) and all offices reporting to
such official, including immediate
staff;

(19) Assistant Secretary (Public Af-
fairs) and all offices reporting to such
official, including immediate staff;
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(20) Assistant Secretary (Economic
Policy) and all offices reporting to such
official, including immediate staff;

(21) Assistant Secretary (Tax Policy)
and all offices reporting to such offi-
cial, including immediate staff;

(22) Assistant Secretary (Manage-
ment) and Chief Financial Officer, and
all offices reporting to such official, in-
cluding immediate staff;

(23) The Inspector General, and all of-
fices reporting to such official, includ-
ing immediate staff;

(24) The Treasury Inspector General
for Tax Administration, and all offices
reporting to such official, including
immediate staff;

(25) The Special Inspector General for
the Troubled Asset Relief Program,
and all offices reporting to such offi-
cial, including immediate staff;

(b) Alcohol and Tobacco Tax and
Trade Bureau.

(c) Bureau of Public Debt.

(d) Financial Management Service.

(e) Internal Revenue Service.

(f) Comptroller of the Currency.

(g) Office of Thrift Supervision.

(h) Bureau of Engraving and Print-
ing.

(i) United States Mint.

(j) Financial Crimes Enforcement
Network.

For purposes of this subpart, the office
of the legal counsel for the components
listed in paragraphs (a)(23), (a)(24),
(a)(25), (b) through (j) of this section
are to be considered a part of such
components. Any office, which is now
in existence or may hereafter be estab-
lished, which is not specifically listed
or known to be a component of any of
those listed above, shall be deemed a
part of the Departmental Offices for
the purpose of these regulations.

[62 FR 26305, July 14, 1987, as amended at 60
FR 31633, June 16, 1995; 656 FR 2333, Jan. 14,
2000; 68 FR 55311, Sept. 25, 2003; 73 FR 51221,
Sept. 2, 2008; 75 FR 744, Jan. 6, 2010; 75 FR
36535, June 28, 2010]

§1.21 Definitions.

(a) The term agency means agency as
defined in 5 U.S.C. 552(e);

(b) The term individual means a cit-
izen of the United States or an alien
lawfully admitted for permanent resi-
dence;
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(c) The term maintain includes main-
tain, collect, use, or disseminate;

(d) The term record means any item,
collection, or grouping of information
about an individual that is maintained
by the Department of the Treasury or
component of the Department. This in-
cludes, but is not limited to, the indi-
vidual’s education, financial trans-
actions, medical history, and criminal
or employment history and that con-
tains the name, or an identifying num-
ber, symbol, or other identifying par-
ticular assigned to the individual, such
as a finger or voice print or a photo-
graph;

(e) The term system of records means a
group of any records under the control
of the Department of the Treasury or
any component from which informa-
tion is retrieved by the name of the in-
dividual or by some identifying num-
ber, symbol, or other identifying par-
ticular assigned to the individual;

(f) The term statistical record means a
record in a system of records main-
tained for statistical research or re-
porting purposes only and not used in
whole or part in making any deter-
mination about an identifiable indi-
vidual, except as provided by 13 U.S.C.
8.

(g) The term routine use means the
disclosure of a record that is compat-
ible with the purpose for which the
record was collected;

(h) The term component means a bu-
reau or office of the Department of the
Treasury as set forth in §1.20 and in the
appendices to these regulations. (See 5
U.S.C. 552a(a).)

(i) The term request for access means
a request made pursuant to 5 U.S.C.
562a(d)(1).

(j) The term request for amendment
means a request made pursuant to 5
U.S.C. 552a(d)(2).

(k) The term request for accounting
means a request made pursuant to 5
U.S.C. 552a(c)(3).

§1.22 Requirements relating to sys-
tems of records.

(a) In general. Subject to 5 U.S.C. 552a
(j) and (k) and §1.23(c), each component
shall, in conformance with 5 U.S.C.
5b2a:

(1) Maintain in its records only such
information about an individual as is
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relevant and necessary to accomplish a
purpose of the agency required to be
accomplished by the statute or by Ex-
ecutive order of the President (See b5
U.S.C. 552a(e)(1)).

(2) Collect information to the great-
est extent practicable directly from
the subject individual when the infor-
mation may result in adverse deter-
minations about an individual’s rights,
benefits, and privileges under Federal
programs. (See 5 U.S.C. 5562a(e)(2)).

(b) Requests for information from indi-
viduals. Subject to 5 U.S.C. 552a(j) and
§1.23(c)(1), each component of the
Treasury shall inform each individual
whom it asks to supply information, on
the form which it uses to collect the
information or on a separate form that
can be retained by the individual:

(1) The authority (whether granted
by statute, or by Executive order of the
President) which authorizes the solici-
tation of the information and whether
disclosure of such information is man-
datory or voluntary;

(2) The principal purpose or purposes
for which the information is intended
to be used;

(3) The routine uses which may be
made of the information, as published
pursuant to 5 U.S.C. 552a(e)(4)(D); and

(4) The effects on such individual, if
any, of not providing all or any part of
the requested information. (See 5
U.S.C. 552a(e)(3)).

(c) Report on new systems. Each com-
ponent of the Treasury shall provide
adequate advance notice to Congress
and the Office of Management and
Budget through the Disclosure Branch
and Administration Section of the Of-
fice of the General Counsel of any pro-
posal to establish or alter any system
of records in order to permit an evalua-
tion of the probable or potential effect
of such proposal on the privacy and
other personal or property rights of in-
dividuals or the disclosure of informa-
tion relating to such individuals, and
its effect on the preservation of the
constitutional principles of federalism
and separation of powers. (See 5 U.S.C.
5562a(0)).

(d) Accurate and secure maintenance of
records. BEach component shall:

(1) Subject to 5 U.S.C. 552a(j) and
§1.23(c)(1), maintain all records which
are used in making any determination

39

§1.22

about any individual with such accu-
racy, relevance, timeliness, and com-
pleteness as is reasonably necessary to
assure fairness to the individual in the
determination (see 5 U.S.C. 552a(e)();

(2) Prior to disseminating any record
about an individual to any person
other than an agency, unless the dis-
semination is made pursuant to 5
U.S.C. 552 (see 31 CFR part 1, subpart
A), make reasonable efforts to assure
that such records are accurate, com-
plete, timely, and relevant for Depart-
ment of the Treasury purposes (see b
U.S.C. 552a(e)(6)) and

(3) Establish appropriate administra-
tive, technical, and physical safeguards
to insure the security and confiden-
tiality of records and to protect
against any anticipated threats or haz-
ards to their security or integrity
which could result in substantial harm,
embarrassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained. (See 5 U.S.C.
5562a(e)(10)).

(i) System managers, with the ap-
proval of the head of their offices with-
in a component, shall establish admin-
istrative and physical controls, con-
sistent with Department regulations,
to insure the protection of records sys-
tems from unauthorized access or dis-
closure and from physical damage or
destruction. The controls instituted
shall be proportional to the degree of
sensitivity of the records but at a min-
imum must insure that records other
than those available to the general
public under the Freedom of Informa-
tion Act (b U.S.C. 552), are protected
from public view, that the area in
which the records are stored is super-
vised during all business hours and
physically secure during nonbusiness
hours to prevent unauthorized per-
sonnel from obtaining access to the
records. Automated systems shall com-
ply with the security standards pro-
mulgated by the National Bureau of
Standards.

(ii) System managers, with the ap-
proval of the head of their offices with-
in a component, shall adopt access re-
strictions to insure that only those in-
dividuals within the agency who have a
need to have access to the records for
the performance of their duties have
access to them. Procedures shall also
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be adopted to prevent accidental access
to, or dissemination of, records.

(e) Prohibition against maintenance of
records concerning First Amendment
rights. No component shall maintain a
record describing how any individual
exercises rights guaranteed by the
First Amendment (e.g. speech), unless
the maintenance of such record is:

(1) Expressly authorized by statute,
or

(2) Expressly authorized by the indi-
vidual about whom the record is main-
tained, or

(3) Pertinent to and within the scope
of an authorized law enforcement ac-
tivity. (See 5 U.S.C. 552a (e)(7))

(f) Notification of disclosure under com-
pulsory legal process. Subject to 5 U.S.C.
562a(j) and §1.23(c)(1), when records
concerning an individual are subpoe-
naed by a Grand Jury, Court, or quasi-
judicial agency, or disclosed in accord-
ance with an ex parte court order pur-
suant to 26 U.S.C. 6103(i), the official
served with the subpoena or court
order shall make reasonable efforts to
assure that notice of any disclosure is
provided to the individual. Notice shall
be provided within five working days of
making the records available under
compulsory legal process or, in the
case of a Grand Jury subpoena or an ex
parte order, within five days of its be-
coming a matter of public record. No-
tice shall be mailed to the last known
address of the individual and shall con-
tain the following information: the
date and authority to which the sub-
poena is, or was returnable, or the date
of and court issuing the ex parte order,
the name and number of the case or
proceeding, and the nature of the infor-
mation sought and provided. Notice of
the issuance of a subpoena or an ex
parte order is not required if the sys-
tem of records has been exempted from
the notice requirement of 5 U.S.C. 552a
(e)(8) and this section, pursuant to 5
U.S.C. 5562a (j) and §1.23 (¢)(1), by a No-
tice of Exemption published in the
FEDERAL REGISTER. (See 5 U.S.C. 552a
(e)(8)).

(g) Emergency disclosure. If informa-
tion concerning an individual has been
disclosed to any person under compel-
ling circumstances affecting health or
safety, the individual shall be notified
at the last known address within 5 days
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of the disclosure (excluding Saturdays,
Sundays, and legal public holidays).
Notification shall include the following
information: The nature of the infor-
mation disclosed, the person or agency
to whom it was disclosed, the date of
disclosure, and the compelling cir-
cumstances justifying the disclosure.
Notification shall be given by the offi-
cer who made or authorized the disclo-
sure. (See 5 U.S.C. 552a (b)(8)).

§1.23 Publication in the Federal Reg-
ister—Notices of systems of records,
general exemptions, specific exemp-
tions, review of all systems.

(a) Notices of systems of records to be
published in the FEDERAL REGISTER. (1)
The Department shall publish a notice
of the existence and character of all
systems of records every 3 years in the
FEDERAL REGISTER. An annual notice
of systems of records is required to be
published by the Office of the Federal
Register in the publication entitled
“Privacy Act Issuances’, as specified
in 5 U.S.C. 552a(f).

(2) Minor changes to systems of
records shall be published annually.
(See paragraph (d)(8) of this section)

(3) In addition, the Department shall
publish in the FEDERAL REGISTER upon
establishment or revision a notice of
the existence and character of any new
or revised systems of records. Unless
otherwise instructed, each notice shall
include:

(i) The name and location of the sys-
tem;

(ii) The categories of individuals on
whom records are maintained in the
system;

(iii) The categories of records main-
tained in the system;

(iv) Each routine use of the records
contained in the system, including the
categories of users and the purpose of
such use;

(v) The policies and practices of the
component regarding storage,
retrievability, access controls, reten-
tion, and disposal of the records;

(vi) The title and business address of
the Treasury official who is responsible
for the system of records;

(vii) The procedures of the compo-
nent whereby an individual can be no-
tified if the system of records contain a
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record pertaining to the individual, in-
cluding reasonable times, places, and
identification requirements.

(viii) The procedures of the compo-
nent whereby an individual can be no-
tified on how to gain access to any
record pertaining to such individual
that may be contained in the system of
records, and how to contest its con-
tent; and

(ix) The categories of sources of
records in the system. (See 5 U.S.C.
552a(e)(4))

(b) Notice of new or modified routine
uses to be published in the FEDERAL REG-
ISTER. At least 30 days prior to a new
use or modification of a routine use, as
published under paragraph (a)(3)(iv) of
this section, each component shall pub-
lish in the FEDERAL REGISTER notice of
such new or modified use of the infor-
mation in the system and provide an
opportunity for interested persons to
submit written data, views, or argu-
ments to the components. (See 5 U.S.C.
552a(e)(11))

(c) Promulgation of rules exempting Sys-
tems from certain requirements—(1) Gen-
eral exemptions. In accordance with ex-
isting procedures applicable to a Treas-
ury component’s issuance of regula-
tions, the head of each such component
may adopt rules, in accordance with
the requirements (including general
notice) of 5 U.S.C. 553 (b) (1), (2), and
(3), (c) and (e), to exempt any system of
records within the component from any
part of 5 U.S.C. 552a and these regula-
tions except subsections (b) (sec. 1.24,
conditions of disclosure), (c)(1) (sec.
1.25, keep accurate accounting of dis-
closures), (c)(2) (sec. 1.25, retain ac-
counting for five years or life of
record), (e)(4) (A) through (F) (para-
graph (a) of this section, publication of
annual notice of systems of records),
(e)(6) (sec. 1.22(d), accuracy of records
prior to dissemination), (e)(7) (sec.
1.22(e), maintenance of records on First
Amendment rights), (e)(9) (sec. 1.28, es-
tablish rules of conduct), (e)(10) (sec.
1.22(d)(3), establish safeguards for
records), (e)(11) (paragraph (c) of this
section, publish new intended use), and
(i) (sec. 1.28(c), criminal penalties) if
the systems of records maintained by
the component which performs as its
principal function any activity per-
taining to the enforcement of criminal

41

§1.23

laws, including police efforts to pre-
vent, control, or reduce crime or to ap-
prehend criminals, and the activities of
prosecutors, courts, correctional, pro-
bation, pardon, or parole authorities,
and which consists of:

(i) Information compiled for the pur-
pose of identifying individual criminal
offenders and alleged offenders and
consisting only of identifying data and
notations of arrests, the nature and
disposition of criminal charges, sen-
tencing, confinement, release, and pa-
role, and probation status;

(ii) Information compiled for the pur-
pose of a criminal investigation, in-
cluding reports of informants and in-
vestigators, and associated with an
identifiable individual; or

(iii) Reports identifiable to an indi-
vidual compiled at any stage of the
process of enforcement of the criminal
laws from arrest or indictment through
release from supervision. (See 5 U.S.C.
5562a(j))

(2) Specific exemptions. In accordance
with existing procedures applicable to
a Treasury component’s issuance of
regulations, the head of each such com-
ponent may adopt rules, in accordance
with the requirements (including gen-
eral notice) of 5 U.S.C. 5563 (b) (1), (2),
and (3), (¢), and (e), to exempt any sys-
tem of records within the component
from 5 U.S.C. 552a(c)(3) (sec. 1.25(c)(2),
accounting of certain disclosures avail-
able to the individual), (d) (sec. 1.26(a),
access to records), (e)(1) (sec. 1.22(a)(1),
maintenance of information to accom-
plish purposes authorized by statute or
executive order only), (e)(4)(G) (para-
graph (a)(7) of this section, publication
of procedures for notification), (e)(4)(H)
(paragraph (a)(8) of this section, publi-
cation of procedures for access and con-
test), (e)(4)(I) (paragraph (a)(9) of this
section, publication of sources of
records), and (f) (sec. 1.26, promulgate
rules for notification, access and con-
test), if the system of records is:

(i) Subject to the provisions of 5
U.S.C. 552(b)(1);

(ii) Investigatory material compiled
for law enforcement purposes, other
than material within the scope of sub-
section (j)(2) of 5 U.S.C. 552a and para-
graph (a)(1) of this section. If any indi-
vidual is denied any right, privilege, or
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benefit that such individual would oth-
erwise be entitled to by Federal law, or
for which such individual would other-
wise be eligible, as a result of the
maintenance of this material, such ma-
terial shall be provided to the indi-
vidual, except to the extent that the
disclosure of the material would reveal
the identity of a source who furnished
information to the Government under
an express promise that the identity of
the source would be held in confidence,
or prior to September 27, 1975, under an
implied promise that the identity of
the source would be held in confidence;

(iii) Maintained in connection with
providing protective services to the
President of the United States or other
individuals pursuant to 18 U.S.C. 3056;

(iv) Required by statute to be main-
tained and used solely as statistical
records;

(v) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for Federal civilian employment,
military service, Federal contracts, or
access to classified information, but
only to the extent that the disclosure
of such material would reveal the iden-
tity of a source who furnished informa-
tion to the Government under an ex-
press promise that the identity of the
source would be held in confidence, or,
prior to September 27, 1975, under an
implied promise that the identity of
the source would be held in confidence;

(vi) Testing or examination material
used solely to determine individual
qualifications for appointment or pro-
motion in the Federal service the dis-
closure of which would compromise the
objectivity or fairness of the testing or
examination process; or

(vii) Evaluation material used to de-
termine potential for promotion in the
armed services, but only to the extent
that the disclosure of such material
would reveal the identity of a source
who furnished information to the Gov-
ernment under an express promise that
the identity of the source would be
held in confidence, or, prior to Sep-
tember 27, 1975, under an implied prom-
ise that the identity of the source
would be held in confidence.

(3) At the time that rules under this
subsection are adopted, the head of the
component shall include in the state-
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ment required under 5 U.S.C. 553(c) the
reasons why the system of records is to
be exempted from a provision of 5
U.S.C. 552a and this part. (See 5 U.S.C.
552a (j) and (k))

(d) Review and report to OMB. The De-
partment shall ensure that the fol-
lowing reviews are conducted as often
as specified below by each of the com-
ponents who shall be prepared to report
to the Departmental Disclosure Branch
upon request the results of such re-
views and any corrective action taken
to resolve problems uncovered. Each
component shall:

(1) Review every two years a random
sample of the component’s contracts
that provide for the maintenance of a
system of records on behalf of the com-
ponent to accomplish a function of the
component, in order to ensure that the
working of each contract makes the
provisions of the Act apply. (6 U.S.C.
552a(m)(1))

(2) Review annually component’s rec-
ordkeeping and disposal policies and
practices in order to assure compliance
with the Act.

(3) Review routine use disclosures
every 3 years, that are associated with
each system of records in order to en-
sure that the recipient’s use of such
records continues to be compatible
with the purpose for which the dis-
closing agency originally collected the
information.

(4) Review every three years each
system of records for which the compo-
nent has issued exemption rules pursu-
ant to section (j) or (k) of the Privacy
Act in order to determine whether the
exemption is needed.

(56) Review annually each ongoing
matching program in which the compo-
nent has participated during the year,
either as a source or as a matching
agency in order to assure that the re-
quirements of the Act, the OMB Match-
ing Guidelines, and the OMB Model
Control System and checklist have
been met.

(6) Review component’s training
practices annually to ensure that all
component personnel are familiar with
the requirements of the Act, these reg-
ulations and Departmental directives.

(7) Review annually the actions of
component personnel that have re-
sulted either in the agency being found
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civilly liable under section (g) of the
Act, or an employee being found crimi-
nally liable under the provisions of sec-
tion (i) of the Act, in order to deter-
mine the extent of the problem and to
prevent future recurrences.

(8) Review annually each system of
records notice to ensure that it accu-
rately describes the system. Where
minor changes are needed, publish an
amended notice in the FEDERAL REG-
ISTER. Minor changes shall be consoli-
dated in one annual comprehensive
publication. The term ‘‘minor change
to a system of records’’ means a change
that does not significantly change the
system. More specifically, a minor
change does not affect the character or
purpose of the system and does not af-
fect the ability of an individual to gain
access to a record about the individual
or to any information pertaining to
such individual which is contained in
the system; for example, changing the
title of the system manager or the lo-
cation of the system.

§1.24 Disclosure of records to person
other than the individual to whom
they pertain.

(a) Conditions of disclosure. No compo-
nent of Treasury shall disclose any
record which is contained in a system
of records maintained by it by any
means of communication to any per-
son, or to another agency, except pur-
suant to a written request by, or with
the prior written consent of, the indi-
vidual to whom the record pertains, or
the parent, if a minor, or legal guard-
ian, if incompetent, of such individual,
unless disclosure of the record would
be:

(1) To those offices and employees of
the Department of the Treasury who
have a need for the record in the per-
formance of their duties;

(2) Retired under 5 U.S.C. 552 (subpart
A of this part);

(3) For a routine use as defined in 5
U.S.C. 552a(a)(7) and §1.21(g) and as de-
scribed under 5 U.S.C. 552a(e)(4)(D) and
§1.23(a)(4);

(4) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to the provisions of title 13 of
the U.S. Code;
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(5) To a recipient who has provided
the component with advance adequate
written assurance that the record will
be used solely as a statistical research
or reporting record, and the record is
to be transferred in a form that is not
individually identifiable;

(6) To the National Archives of the
United States as a record which has
sufficient historical or other value to
warrant its continued preservation by
the United States Government, or for
evaluation by the Administrator of
General Services or the designee of
such official to determine whether the
record has such value;

(7) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of
the United States for a civil or crimi-
nal law enforcement activity.

(i) If the activity is authorized by
law; and

(ii) If the head of the agency or in-
strumentality has made a written re-
quest to the Department of the Treas-
ury specifying the particular portion
desired and the law enforcement activi-
ties for which the record is sought;

(8) To a person pursuant to a showing
of compelling circumstances affecting
the health or safety of an individual, if
upon such disclosure, notification is
transmitted to the last known address
of such individual;

(9) To either House of Congress, or, to
the extent of matter within its juris-
diction, any committee or sub-
committee thereof, any joint com-
mittee of Congress or subcommittee of
any such joint committee.

(10) To the Comptroller General, or
the authorized representatives of such
official, in the course of the perform-
ance of the duties of the General Ac-
counting Office; or

(11) Pursuant to the order of a court
of competent jurisdiction. (See 5 U.S.C.
5562a(b))

§1.25 Accounting of disclosures.

(a) Accounting of certain disclosures.
Each component, with respect to each
system of records under its control,
shall:

(1) Keep an accurate accounting of:
(i) The date, nature, and purpose of
each disclosure of a record to any per-
son or to an agency made under 5
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U.S.C. 552a (b) and §1.24; and (ii) the
name and address of the person or
agency to whom the disclosure is made;

(2) Retain the accounting made under
paragraph (a)(l) of this section for at
least five years or the life of the
record, whichever is longer, after the
disclosure for which the accounting is
made; and

(3) Inform any person or other agency
about any correction or notation of
dispute made by the constitutent unit
in accordance with 5 U.S.C. 552a (d) and
§1.28 of any record that has been dis-
closed to the person or agency if an ac-
counting of the disclosure was made.
(See 5 U.S.C. 552(c).)

(b) Accounting systems. To permit the
accounting required by paragraph (a) of
this section, system managers, with
the approval of the head of their offices
within a component, shall establish or
implement, a system of accounting for
all disclosures of records, either orally
or in writing, made outside the Depart-
ment of the Treasury. Accounting
records shall:

(1) Be established in the least expen-
sive and most convenient form that
will permit the system manager to ad-
vise individuals, promptly upon re-
quest, what records concerning them
have been disclosed and to whom:

(2) Provide, as a minimum, the iden-
tification of the particular record dis-
closed, the name and address of the
person or agency to whom or to whom
or to which disclosed, and the date, na-
ture and purpose of the disclosure; and

(3) Be maintained for 5 years or until
the record is destroyed or transferred
to the National Archives and Records
Service for storage in records centers,
in which event, the accounting per-
taining to those records, unless main-
tained separately, shall be transferred
with the records themselves.

(c) Exemptions from accounting require-
ments. No accounting is required for
disclosure of records:

(1) To those officers and employees of
the Department of the Treasury who
have a need for the record in the per-
formance of their duties; or

(2) If disclosure would be required
under 5 U.S.C. 552 and Subpart A of this
part.

(d) Access to accounting by individual.
(1) Subject to paragraphs (c) and (d)(2)
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of this section, each component shall
establish and set forth in the appendix
to this subpart applicable to the com-
ponent, procedures for making the ac-
counting required under paragraph (a)
of this section available to the indi-
vidual to whom the record pertains and
shall thereafter make such accounting
available in accordance therewith at
the request of the individual. The pro-
cedures may require the requester to
provide reasonable identification.

(2) Access accountings of disclosure
may be withheld from the individual
named in the record only if the disclo-
sures were (i) made under 5 U.S.C. 552a
(b)(7) and §1.24 (a)(7), or (ii) under a
system of records exempted from the
requirements of 5 U.S.C. 552a(c)(3) in
accordance with 5 U.S.C. 552 (j) or (k)
and §1.23(c). (See 5 U.S.C. 552a(c))

§1.26 Procedures for notification and
access to records pertaining to indi-
viduals—format and fees for re-
quest for access.

(a) Procedures for notification and ac-
cess. Each component shall establish,
in accordance with the requirements of
5 U.S.C. 553, and set forth in the appen-
dix to this subpart applicable to such
component procedures whereby an indi-
vidual can be notified, in response to a
request, if any system of records
named by the individual contains a
record pertaining to that individual. In
addition, such procedures shall set
forth the requirements for access to
such records. As a minimum such pro-
cedures shall specify the times during,
and the places at which access will be
accorded, together with such identi-
fication as may be required of the indi-
vidual before access. (See 5 TU.S.C.
5562a(f) (1), (2) and (3))

(b) Access. Each component in accord-
ance with the procedures prescribed
under paragraph (a) of this section,
shall allow an individual to gain access
to records or to any information per-
taining to such individual which is con-
tained in the system of records upon
request. The individual shall be per-
mitted to review the record and have a
copy made of all or any portion of the
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record in a form that is comprehen-
sible. The individual will also be per-
mitted to be accompanied by any per-
son of the individual’s choosing to re-
view the record, except that the agency
may require the individual to furnish a
written statement authorizing discus-
sion of that individual’s record in the
accompanying person’s presence. (See 5
U.S.C. 552a(d)(1))

(c) Exceptions. Neither the procedures
prescribed under paragraph (a) of this
section nor the requirements for access
under paragraph (b) of this section
shall be applicable to—(1) systems of
records exempted pursuant to 5 U.S.C.
5562a (j) and (k) and §1.23(c); (2) informa-
tion compiled in reasonable anticipa-
tion of a civil action or proceeding (See
5 U.S.C. 552(d)(5)); or (3) information
pertaining to an individual which is
contained in, and inseparable from, an-
other individual’s record.

(d) Format of request. (1) A record for
notification of whether a record exists
shall:

(i) Be made in writing and signed by
the person making the request, who
must be the individual about whom the
record is maintained, or such individ-
ual’s duly authorized representative
(See §1.34);

(ii) State that it is made pursuant to
the Privacy Act, 5 U.S.C. 552a or these
regulations, have marked ‘‘Privacy Act
Request’ on the request and on the en-
velope;

(iii) Give the name of the system or
subsystem or categories of records to
which access is sought, as specified in
“Privacy Act Issuances’ published by
the Office of the Federal Register and
referenced in the appendices to this
subpart;

(iv) Describe the nature of the
record(s) sought in sufficient detail to
enable Department personnel to locate
the system of records containing the
record with a reasonable amount of ef-
fort. Whenever possible, a request for
access should describe the nature of
the record sought, the date of the
record or the period in which the
record was compiled.

(v) Provide such identification of the
requester as may be specified in the ap-
propriate appendix to this subpart; and

(vi) Be addressed or delivered in per-
son to the office or officer of the com-
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ponent indicated for the particular sys-
tem or subsystem or categories of
records the individual wishes access to,
as specified in ‘“‘Privacy Act Issuances”
published by the Office of the Federal
Register and referenced in the appen-
dices to this subpart. Assistance in
ascertaining the appropriate compo-
nent or in preparing a request for noti-
fication may be obtained by a written
request to this effect addressed as spec-
ified in Appendix A of this part, as the
address for the Departmental Offices
for ‘“Request for notification and ac-
cess to records and accountings of dis-
closures’.

(2) A request for access to records
shall, in addition to complying with
paragraph (a)(1)(i) through (vi) of this
section:

(i) State whether the requester wish-
es to inspect the records or desires to
have a copy made and furnished with-
out first inspecting them;

(ii) If the requester desires to have a
copy made, state the firm agreement of
the requester to pay the fees for dupli-
cation ultimately determined in ac-
cordance with (31 CFR 1.6) Subpart A of
this title, unless such fees are waived
pursuant to that section by the system
manager or other appropriate official
as indicated in the appropriate appen-
dix to these regulations; and

(iii) Comply with any other require-
ment set forth in the applicable appen-
dix to this subpart or the ‘‘Notice of
Records Systems’ applicable to the
system in question. Requesters are
hereby advised that any request for ac-
cess which does not comply with the
foregoing requirements and those set
forth elsewhere in this Subpart C, will
not be deemed subject to the time con-
straints of this section, unless and
until amended so as to comply. How-
ever, components shall advise the re-
quester in what respect the request is
deficient so that it may be processed.
This section applies only to records
which are contained in a system of
records and which are in the possession
or control of the component. (See 5
U.S.C. 552a (d) and (f))

(e) Requests for records not in control of
component. (1) Treasury employees
shall make reasonable efforts to assist
an oral requester to ascertain to which
office or officer a written request
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should be sent. When the request is for
a record which is not in the possession
or control of any component of the De-
partment of the Treasury, the re-
quester shall be so advised.

(2) Where the record requested was
created by a Department or agency
other than the Department of the
Treasury or a component of the De-
partment and has been classified (e.g.
National Defense or Intelligence Infor-
mation) or otherwise restrictively en-
dorsed (e.g. Office of Personnel Man-
agement records of FBI reports) by
such other Department or agency, and
a copy is in the possession of a compo-
nent of the Department of the Treas-
ury, that portion of the request shall
be referred to the originating agency
for determination as to all issues in ac-
cordance with the Privacy Act. In the
case of a referral to another agency
under this paragraph, the requester
shall be notified that such portion of
the request has been so referred and
that the requester may expect to hear
from that agency.

(3) When information sought from a
system manager or other appropriate
official in the Department of the
Treasury includes information fur-
nished by other Federal agencies not
classified or otherwise restrictively en-
dorsed, the system manager or other
appropriate official receiving the re-
quest shall consult with the appro-
priate agency prior to making a deci-
sion to disclose or not to disclose the
record. The decision as to whether the
record shall be disclosed shall be made,
in the first instance by the system
manager or other appropriate official
maintaining the record. (See 5 U.S.C.
552a (d) and (f))

(f) Date of receipt of request. A request
for notification or access to records
shall be considered to have been re-
ceived for purposes of this subpart on
the date on which the requirements of
paragraph (d) of this section have been
satisfied. Requests for notification or
access to records and any separate
agreement to pay shall be stamped or
endorsed with the date of receipt by
the receiving office. The latest of such
stamped dates will be deemed to be the
date of receipt of the request for the
purposes of this subpart. (See 5 U.S.C.
552a (d) and (f))
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(g) Notification of determination—(1) In
general. Notification of determinations
as to notification of whether a record
exists or as to whether to grant access
to records requested will be made by
the officers designated in the appen-
dices to this subpart. The notification
of the determination shall be mailed
within 30 days (excluding Saturdays,
Sundays and legal public holidays)
after the date of receipt of the request,
as determined in accordance with para-
graph (f) of this section. If it is not pos-
sible to respond within 30 days, the des-
ignated officer shall inform the re-
quester, stating the reason for the
delay (e.g. volume of records requested,
scattered location of the records, need
to consult other agencies, or the dif-
ficulty of the legal issues involved) and
when a response will be dispatched.
(See 5 U.S.C. 552a (d) and (f))

(2) Granting of access. When it has
been determined that the request for
access will be granted—(i) and a copy
requested; such copy in a form com-
prehensible to the requester shall be
furnished promptly, together with a
statement of the applicable fees for du-
plication; and (ii) and the right to in-
spect has been requested, the requester
shall be promptly notified in writing of
the determination, and when and where
the requested records may be in-
spected. An individual seeking to in-
spect such records may be accompanied
by another person of such individual’s
choosing. The individual seeking ac-
cess shall be required to sign the re-
quired form indicating that the Depart-
ment of the Treasury is authorized to
discuss the contents of the subject
record in the accompanying person’s
presence. If, after making the inspec-
tion, the individual making the request
desires a copy of all or a portion of the
requested records, such copy in a form
comprehensible to the individual shall
be furnished upon payment of the ap-
plicable fees for duplication. Fees to be
charged are as prescribed by 31 CFR
part 1, Subpart A, §1.6 Fees shall not be
charged where they would amount, in
the aggregate, to less than $3.00. (See b
U.S.C. 552a (d) and (f))

(3) Requirements for access to medical
records. When access is requested to
medical records, including psycho-
logical records, the responsible official
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may determine that such release could
have an adverse effect on the indi-
vidual and that release will be made
only to a physician authorized in writ-
ing to have access to such records by
the individual making the request.
Upon receipt of the authorization the
physician will be permitted to review
the records or to receive copies of the
records by mail, upon proper
verification of identity. (See 5 U.S.C.
562a (f) (3))

(4) Denial of request. When it is deter-
mined that the request for notification
of whether a record exists or access to
records will be denied (whether in
whole or part or subject to conditions
or exceptions), the person making the
request shall be so notified by mail in
accordance with paragraph (g)(1) of
this section. The letter of notification
shall specify the city or other location
where the requested records are situ-
ated (if known), contain a statement of
the reasons for not granting the re-
quest as made, set forth the name and
title or position of the responsible offi-
cial and advise the individual making
the request of the right to file suit in
accordance with 5 U.S.C. 552a (g)(1)(B).

(5) Prohibition against the use of 5
U.S.C. 552 (b) exemptions. Exemptions
from disclosure under 5 U.S.C. 552 (b)
(31 CFR part 1, Subpart A, §1.2 (c)),
may not be invoked for the purpose of
withholding from an individual any
record which is otherwise accessible to
such individual under the Privacy Act,
5 U.S.C. b552a and this subpart. (See 5
U.S.C. 5562a (q))

(6) Records exempt in whole or in part.
(i) When an individual requests notifi-
cation as to whether a record exists or
access to records concerning the indi-
vidual which have been exempted from
individual access pursuant to 5 U.S.C.
552a (j) or which have been compiled in
reasonable anticipation of a civil ac-
tion or proceeding in either a court or
before an administrative tribunal and
the assertion of the exemption is
deemed necessary, the Department of
the Treasury will neither confirm nor
deny the existence of the record but
shall advise the individual only that no
record available to the individual pur-
suant to the Privacy Act of 1974 has
been identified.
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(ii) Requests from individuals for ac-
cess to records which have been ex-
empted from access pursuant to 5
U.S.C. 552a (k) shall be processed as fol-
lows:

(A) Requests for information classi-
fied pursuant to Executive Orders
12958, 13526, or successor or prior Exec-
utive Orders require the responsible
component of the Department to re-
view the information to determine
whether it continues to warrant classi-
fication pursuant to an Executive
Order. Information which no longer
warrants classification under these cri-
teria shall be declassified and made
available to the individual. If the infor-
mation continues to warrant classifica-
tion, the individual shall be advised
that the information sought is classi-
fied, that it has been reviewed and con-
tinues to warrant classification, and
that it has been exempted from access
pursuant to 5 U.S.C. 552 (b)(1) and 5
U.S.C. 552a (k)(1). Information which
has been exempted pursuant to 5 U.S.C.
562a (j) and which is also classified
shall be reviewed as required by this
paragraph but the response to the indi-
vidual shall be in the form prescribed
by paragraph (g)(6)(1) of this section.

(B) Requests for information which
has been exempted from disclosure pur-
suant to 5 U.S.C. 552a (k)(2) shall be re-
sponded to in the manner provided in
paragraph (g)(6)(i) of this section un-
less the requester shows that the infor-
mation has been used or is being used
to deny the individual any right, privi-
lege or benefit for which he is eligible
or to which he would otherwise be enti-
tled under federal law. In that event,
the individual shall be advised of the
existence of the information but such
information as would identify a con-
fidential source shall be extracted or
summarized in a manner which pro-
tects the source to the maximum de-
gree possible and the summary extract
shall be provided to the requesting in-
dividual.

(C) Information compiled as part of
an employee background investigation
which has been exempted pursuant to 5
U.S.C. 552a (k)(5) shall be made avail-
able to an individual upon request ex-
cept to the extent that it identifies the
confidential source. Material identi-
fying the confidential sources shall be
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extracted or summarized in a manner
which protects the source to the max-
imum degree possible and the summary
or extract shall be provided to the re-
questing individual.

(D) Testing or examination material
which has been exempted pursuant to 5
U.S.C. 552a (k)(6) shall not be made
available to an individual if disclosure
would compromise the objectivity or
fairness of the testing or examination
process; but may be made available if
no such compromise possibility exists.
(See 5 U.S.C. 552a (d)(b), (j) and (k)).

[62 FR 26305, July 14, 1987, as amended at 76
FR 4817, Jan. 27, 2011]

§1.27 Procedures for amendment of
records pertaining to individuals—
format, agency review and appeal
from initial adverse agency deter-
mination.

(a) In general. Subject to the applica-
tion of exemptions promulgated by the
head of each component, in accordance
with §1.23(c), and subject to §1.27(f),
each component of the Department of
the Treasury, shall in conformance
with 5 U.S.C. 552a(d)(2), permit an indi-
vidual to request amendment of a
record pertaining to such individual.
Any request for amendment of records
or any appeal that does not fully com-
ply with the requirements of this sec-
tion and any additional specific re-
quirements imposed by the component
in the applicable appendix to this sub-
part will not be deemed subject to the
time constraints of paragraph (e) of
this section, unless and until amended
so as to comply. However, components
shall advise the requester in what re-
spect the request or appeal is deficient
so that it may be resubmitted or
amended. (See 5 U.S.C. 552a (d) and (f))

(b) Form of request to amend records. In
order to be subject to the provisions of
this section, a request to amend
records shall:

(1) Be made in writing and signed by
the person making the request, who
must be the individual about whom the
record is maintained, or the duly au-
thorized representative of such indi-
vidual;

(2) State that it is made pursuant to
the Privacy Act, 5 U.S.C. 552a or these
regulations, have marked ‘‘Privacy Act
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Amendment Request’” on the request
and on the envelope;

(3) Be addressed to the office or offi-
cer of the component specified for such
purposes in “‘Privacy Act Issuances”
published by the Office of the Federal
Register and referenced in the appen-
dices to this subpart for that purpose;
and

(4) Reasonably describe the records
which the individual desires to have
amended, including, to the best of the
requester’s knowledge, dates of letters
requesting access to such records pre-
viously and dates of letters in which
notification concerning access was
made, if any, and the individual’s docu-
mentation justifying the correction.
(See U.S.C. 552a (d) and (f))

(c) Date of receipt of request. A request
for amendment of records pertaining to
an individual shall be deemed to have
been received for purposes of this sub-
part when the requirements of para-
graph (b) of this section have been sat-
isfied. The receiving office or officer
shall stamp or otherwise endorse the
date of receipt of the request. (See 5
U.S.C. 552a (d) and (f))

(d) Review of requests to amend records.
Officials responsible for review of re-
quests to amend records pertaining to
an individual, as specified in the appro-
priate appendix to this subpart, shall:

(1) Not later than 10 days (excluding
Saturdays, Sundays, and legal public
holidays) after the date of receipt of
such request, acknowledge in writing
such receipt; and

(2) Promptly, either—(i) Make any
correction of any portion which the in-
dividual believes and the official agrees
is not accurate, relevant, timely, or
complete; or

(ii) Inform the individual of the re-
fusal to amend the record in accord-
ance with the individual’s request, the
reason for the refusal, and the name
and business address of the officer des-
ignated in the applicable appendix to
this subpart, as the person who is to re-
view such refusal. (See 5 U.S.C. 552a (d)
and (f))

(e) Administrative appeal—(1) In gen-
eral. Each component shall permit indi-
viduals to request a review of initial
decisions made under paragraph (d) of
this section, when an individual dis-
agrees with a refusal to amend this
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record. (See 5 U.S.C. 5562a (d), (f), and
@)

(2) Form of request for administra-
tive review of refusal to amend record.
At any time within 35 days after the
date of the notification of the initial
decision described in paragraph
(d)(2)(ii) of this section, the requester
may submit an administrative appeal
from such refusal to the official speci-
fied in the notification of the initial
decision and the appropriate appendix
to this subpart. The appeal shall:

(i) Be made in writing stating any ar-
guments in support thereof and be
signed by the person to whom the
record pertains, or the duly authorized
representative of such official;

(ii) Be addressed to and mailed or
hand delivered within 35 days of the
date of the initial decision, to the of-
fice or officer specified in the appro-
priate appendix to this subpart and in
the notification. (See the appendices to
this subpart for the address to which
appeals made by mail should be ad-
dressed);

(iii) Have clearly marked on the ap-
peal and on the envelope, ‘‘Privacy Act
Amendment Appeal’’;

(iv) Reasonably describe the records
requested to be amended; and

(v) Specify the date of the initial re-
quest, to amend records, and the date
of the letter giving notification that
the request was denied. (See 5 U.S.C.
552a (d) and (f))

(3) Date of receipt. Appeals shall be
promptly stamped with the date of
their receipt by the office to which ad-
dressed and such stamped date will be
deemed to be the date of receipt for all
purposes of this subpart. The receipt of
the appeal shall be acknowledged with-
in 10 days (excluding Saturdays, Sun-
days, and legal public holidays) from
the date of the receipt (unless the de-
termination on appeal is dispatched in
10 days, in which case, no acknowledge-
ment is required) by the responsible of-
ficial and the requester advised of the
date of receipt established by the fore-
going and when a response is due in ac-
cordance with this paragraph. (See b5
U.S.C. 552a (d) and (f))

(4) Review of administrative appeals
from denial of requests to amend records.
Officials responsible for deciding ad-
ministrative appeals from denials of re-
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quests to amend records pertaining to
an individual, as specified in the appen-
dices to this subpart shall: Complete
the review, and notify the requester of
the final agency decision within 30
days (exclusive of Saturdays, Sundays
and legal public holidays) after the
date of receipt of such appeal, unless
the time is extended by the head of the
agency or the delegate of such official,
for good cause shown. If such final
agency decision is to refuse to amend
the record, in whole or in part, the re-
quester shall also be advised of the
right—() to file a concise ‘‘Statement
of Disagreement’’ setting forth the rea-
sons for his disagreement with the de-
cision which shall be filed within 35
days of the date of the notification of
the final agency decision and (ii) to ju-
dicial review of the final agency deci-
sion under 5 U.S.C. 552a(g)(1)(A). (See b
U.8.C. 552a (d), (f) and (2)(1))

(5) Notation on record and distribution
of statements of disagreement. The sys-
tem manager is responsible, in any dis-
closure containing information about
which an individual has filed a ‘‘State-
ment of Disagreement’, occurring
after the filing of the statement under
paragraph (e)(4) of this section, for
clearly noting any portion of the
record which is disputed and providing
copies of the statement and, if deemed
appropriate, a concise statement of the
component’s reasons for not making
the amendments requested to persons
or other agencies to whom the disputed
record has been disclosed. (See 5 U.S.C.
5562a(d)(4))

(f) Records mnot subject to correction
under the Privacy Act. The following
records are not subject to correction or
amendment by individuals:

(1) Transcripts or written statements
made under oath; and

(2) Transcripts of Grand Jury pro-
ceedings, judicial or quasi-judicial pro-
ceedings which form the official record
of those proceedings; and

(3) Pre-sentence reports comprising
the property of the courts but main-
tained in agency files; and

(4) Records pertaining to the deter-
mination, the collection and the pay-
ment of the Federal taxes; and

(5) Records duly exempted from cor-
rection by notice published in the FED-
ERAL REGISTER; and
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(6) Records compiled in reasonable
anticipation of a civil action or pro-
ceeding.

§1.28 Training, rules of conduct, pen-
alties for non-compliance.

(a) Training. Subject to policy guid-
ance and regulations issued by the Dep-
uty Secretary, who has Department-
wide responsibility therefor, each com-
ponent shall institute a training pro-
gram to instruct employees and em-
ployees of Government contractors
covered by 5 U.S.C. 552a(m), who are in-
volved in the design, development, op-
eration or maintenance of any system
of records, on a continuing basis with
respect to the duties and responsibil-
ities imposed on them and the rights
conferred on individuals by the Privacy
Act, the regulations in this subpart, in-
cluding the appendices thereto, and
any other related regulations. Such
training shall provide suitable empha-
sis on the civil and criminal penalties
imposed on the Department and the in-
dividual employees by the Privacy Act
for non-compliance with specified re-
quirements of the Act as implemented
by the regulations in this subpart. (See
5 U.S.C. 552a(e)(9))

(b) Rules of conduct. In addition, to
the Standards of Conduct published in
part O of this title, particularly 31 CFR
0.735-44, the following are applicable to
employees of the Department of the
Treasury (including, to the extent re-
quired by the contract or 5 U.S.C.
5b2a(m), Government contractors and
employees of such contractors), who
are involved in the design, develop-
ment, operation or maintenance of any
system of records, or in maintaining
any records, for or on behalf of the De-
partment, including any component
thereof.

(1) The head of each office of a com-
ponent of the Department shall be re-
sponsible for assuring that employees
subject to such official’s supervision
are advised of the provisions of the Pri-
vacy Act, including the criminal pen-
alties and civil liabilities provided
therein, and the regulations in this
subpart, and that such employees are
made aware of their individual and col-
lective responsibilities to protect the
security of personal information, to as-
sure its accuracy, relevance, timeliness
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and completeness, to avoid unauthor-
ized disclosure either orally or in writ-
ing, and to insure that no information
system concerning individuals, no mat-
ter how small or specialized is main-
tained without public notice.

(2) Employees of the Department of
the Treasury involved in the design,
development, operation, or mainte-
nance of any system of records, or in
maintaining any record shall:

(i) Collect no information of a per-
sonal nature from individuals unless
authorized to collect it to achieve a
function or carry out a responsibility
of the Department;

(ii) Collect from individuals only
that information which is necessary to
Department functions or responsibil-
ities, unless related to a system ex-
empted under 5 U.S.C. 552a (j) or (k):

(iii) Collect information, wherever
possible, directly from the individual
to whom it relates, unless related to a
system exempted under 5 U.S.C. 552a(j);

(iv) Inform individuals from whom
information is collected about them-
selves of the authority for collection,
the purposes thereof, the use that will
be made of the information, and the ef-
fects, both legal and practical, of not
furnishing the information. (While this
provision does not explicitly require it,
where feasible, third party sources
should be informed of the purposes for
which information they are asked to
provide will be used.);

(v) Neither collect, maintain, use nor
disseminate information concerning an
individual’s religious or political be-
liefs or activities or membership in as-
sociations or organizations, unless (A)
the individual has volunteered such in-
formation for the individual’s own ben-
efits; (B) the information is expressly
authorized by statute to be collected,
maintained, used or disseminated; or
(C) the activities involved are perti-
nent to and within the scope of an au-
thorized investigation, adjudication or
correctional activity;

(vi) Advise their supervisors of the
existence or contemplated development
of any record system which is capable
of retrieving information about indi-
viduals by individual identifier;

(vii) Disseminate no information con-
cerning individuals outside the Depart-
ment except when authorized by 5
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U.S.C. 552a or pursuant to a routine use
published in the FEDERAL REGISTER;

(viii) Assure that an accounting is
kept in the prescribed form, of all dis-
semination of personal information
outside the Department, whether made
orally or in writing, unless disclosed
under 5 U.S.C. 552 and subpart A of this
part;

(ix) Maintain and process informa-
tion concerning individuals with care
in order to insure that no inadvertent
disclosure of the information is made
either within or without the Depart-
ment; and

(x) Assure that the proper Depart-
ment authorities are aware of any in-
formation in a system maintained by
the Department which is not author-
ized to be maintained under the provi-
sions of the Privacy Act of 1974, includ-
ing information on First Amendment
Activities, information that is inac-
curate, irrelevant or so incomplete as
to risk unfairness to the individual
concerned.

(3) Heads of components within the
Department or their delegates shall, at
least annually, review the record sys-
tems subject to their supervision to in-
sure compliance with the provisions of
the Privacy Act of 1974 and the regula-
tions in this subpart. (See 5 U.S.C. 552a
(e)(9), (1) and (m))

(c) Criminal penalties. (1) The Privacy
Act imposes criminal penalties on the
conduct of Government officers or em-
ployees as follows: Any officer or em-
ployee of an agency (which term in-
cludes the Department of the Treas-
ury):

(i) Who by virtue of the official’s em-
ployment or official position, has pos-
session of, or access to, agency records
which contain individually identifiable
information the disclosure of which is
prohibited by this section (b U.S.C.
5562a) or regulations established there-
under, and who knowing that disclo-
sure of the specific material is so pro-
hibited, willfully discloses the material
in any manner to any person or agency
not entitled to receive it, or

(ii) Who willfully maintains a system
of records without meeting the notice
requirements of paragraph (e)(4) of this
section (b U.S.C. 552a)—shall be guilty
of a misdemeanor and fined not more
than $5,000.
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(2) The Act also imposes a collateral
criminal penalty on the conduct of any
person as follows:

‘“Any person who knowingly and willfully
requests or obtains any record concerning an
individual from an agency under false pre-
tenses shall be guilty of a misdemeanor and
fined not more than $5,000.”

(3) For the purposes of 5 U.S.C. 552a
(i), the provisions of paragraph (c)(1) of
this section are applicable to Govern-
ment contractors and employees of
such contractors who by contract, op-
erate by or on behalf of the Depart-
ment of the Treasury a system of
records to accomplish a Departmental
function. Such contractor and employ-
ees are considered employees of the De-
partment of the Treasury for the pur-
poses of 5 U.S.C. 552a(i). (See 5 U.S.C.
5562a (i) and (m).)

§1.29 Records transferred to Federal
Records Center or National Ar-
chives of the United States.

(a) Records transferred to the Adminis-
trator of General Services for storage in
the Federal Records Center. Records per-
taining to an identifiable individual
which are transferred to the Federal
Records Center in accordance with 44
U.S.C. 3103 shall, for the purposes of
the Privacy Act, 5 U.S.C. 552a, be con-
sidered to be maintained by the compo-
nent which deposited the record and
shall be subject to the provisions of the
Privacy Act and this subpart. The Ad-
ministrator of General Services shall
not disclose such records except to the
Department of the Treasury or to oth-
ers under rules consistent with the Pri-
vacy Act which may be established by
the Department of the Treasury or a
component. If such records are re-
trieved for the purpose of making a de-
termination about an individual, they
must be reviewed for accuracy, rel-
evance, timeliness, and completeness.

(b) Records transferred to the National
Archives of the United States. (1) Records
transferred to National Archives prior
to September 27, 1975. Records per-
taining to an identifiable individual
transferred to the National Archives
prior to September 27, 1975, as a record
which has sufficient historical or other
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value to warrant its continued preser-
vation by the United States Govern-
ment shall be considered to be main-
tained by the National Archives, and

(i) Shall not be subject to 5 U.S.C.
5b2a,

(ii) Except, that a statement describ-
ing such records [modeled after 5
U.S.C. 552a (e)(4) (A) through (G)] shall
be published in the FEDERAL REGISTER.

(2) Records transferred to National Ar-
chives on or after September 27, 1975.
Records pertaining to an identifiable
individual transferred to the National
Archives as a record which has suffi-
cient historical or other value to war-
rant its continued preservation by the
United States Government, on or after
September 27, 1975, shall be considered
to be maintained by the National Ar-
chives, and

(i) Shall not be subject to 5 U.S.C.
5b2a,

(ii) Except, that a statement describ-
ing such records in accordance with 5
U.S.C. 552a (e)(4) (A) through (G) shall
be published in the FEDERAL REGISTER
and rules of conduct and training in ac-
cordance with 5 U.S.C. 552 (e) (9) are to
be established by the National Ar-
chives. (See 5 U.S.C. 552a (e))

§1.30 Application to system of records
maintained by Government contrac-
tors.

When a component contracts for the
operation of a system of records, to ac-
complish a Departmental function, the
provisions of the Privacy Act, 5 U.S.C.
5562a, and this subpart shall be applica-
ble to such system. The component
shall have responsibility for insuring
that the contractor complies with the
contract requirements relating to pri-
vacy.

§1.31 Sale or rental of mailing lists.

(a) In general. An individual’s name
and address shall not be sold or rented
by a component unless such action is
specifically authorized by law.

(b) Withholding of names and address-
es. This section shall not be construed
to require the withholding of names
and addresses otherwise permitted to
be made public. (See 5 U.S.C. 552a (n)).

52

31 CFR Subtitle A (7-1-15 Edition)

§1.32 Use and disclosure of social se-
curity numbers.

(a) In general. An individual shall not
be denied any right, benefit, or privi-
lege provided by law by a component
because of such individual’s refusal to
disclose his social security number.

(b) Exceptions. The provisions of para-
graph (a) of this section shall not apply
with respect to:

(1) Any disclosure which is required
by Federal statute, or

(2) The disclosure of a social security
number to any Federal, State, or local
agency maintaining a system of
records in existence and operating be-
fore January 1, 1975, if such disclosure
was required under statute or regula-
tion adopted prior to such date to
verify the identity of an individual.

(c) Requests for disclosure of social se-
curity number. Any component which
requests an individual to disclose his or
her social security account number
shall inform that individual whether:

(1) Disclosure is mandatory or vol-
untary.

(2) By what statutory or other au-
thority such number is solicited, and

(3) What uses will be made of it. (See
section 7 of the Privacy Act of 1974 set
forth at 5 U.S.C. 552a, note.)

§1.34 Guardianship.

The parent or guardian of a minor or
a person judicially determined to be in-
competent shall, in addition to estab-
lishing the identity of the minor or
other person represented, establish par-
entage or guardianship by furnishing a
copy of a birth certificate showing par-
entage or a court order establishing
the guardianship and may thereafter,
act on behalf of such individual. (See 5
U.S.C. 552a (h))

§1.35 Information forms.

(a) Review of forms. Except for forms
developed and used by constituent
units, the Deputy Assistant Secretary
for Administration shall be responsible
for reviewing all forms developed and
used by the Department of the Treas-
ury to collect information from and
about individuals. The heads of compo-
nents shall each be responsible for the
review of forms used by such compo-
nent to collect information from and
about individuals.



Office of the Secretary of the Treasury

(b) Scope of review. The responsible of-
ficers shall review each form for the
purpose of eliminating any require-
ment for information that is not rel-
evant and necessary to carry out an
agency function and to accomplish the
following objectives;

(1) To insure that no information
concerning religion, political beliefs or
activities, association memberships
(other than those required for a profes-
sional license), or the exercise of First
Amendment rights is required to be
disclosed unless such requirement of
disclosure is expressly authorized by
statute or is pertinent to, and within
the scope of, any authorized law en-
forcement activity;

(2) To insure that the form or a sepa-
rate form that can be retained by the
individual makes clear to the indi-
vidual which information he is required
by law to disclose and the authority for
that requirement and which informa-
tion is voluntary;

(3) To insure that the form or a sepa-
rate form that can be retained by the
individual states clearly the principal
purpose or purposes for which the in-
formation is being collected, and sum-
marizes concisely the routine uses that
will be made of the information;

(4) To insure that the form or a sepa-
rate form that can be retained by the
individual clearly indicates to the indi-
vidual the effect in terms of rights,
benefits or privileges of not providing
all or part of the requested informa-
tion; and

(5) To insure that any form request-
ing disclosure of a Social Security
Number, or a separate form that can be
retained by the individual, clearly ad-
vises the individual of the statute or
regulation requiring disclosure of the
number or clearly advises the indi-
vidual that disclosure is voluntary and
that no consequence will follow from
the refusal to disclose it, and the uses
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that will be made of the number wheth-
er disclosed mandatorily and volun-
tarily.

(c) Revision of forms. Any form which
does not meet the objectives specified
in the Privacy Act and in this section,
shall be revised to conform thereto. A
separate statement may be used in in-
stances when a form does not conform.
This statement will accompany a form
and shall include all the information
necessary to accomplish the objectives
specified in the Privacy Act and this
section.

§1.36 Systems exempt in whole or in
part from provisions of 5 U.S.C.
552a and this part.

(a) In General. In accordance with 5
U.S.C. 552a(j) and (k) and §1.23(c), the
Department of the Treasury hereby ex-
empts the systems of records identified
below from the following provisions of
the Privacy Act for the reasons indi-
cated.

(b) Authority. These rules are promul-
gated pursuant to the authority vested
in the Secretary of the Treasury by 5
U.S.C. 552a(j) and (k) and pursuant to
the authority of §1.23(c).

(c) General exemptions under 5 U.S.C.
552a(5)(2). (1) Under 5 U.S.C. 5562a(j)(2),
the head of any agency may promul-
gate rules to exempt any system of
records within the agency from certain
provisions of the Privacy Act if the
agency or component thereof that
maintains the system performs as its
principal function any activities per-
taining to the enforcement of criminal
laws. Certain components of the De-
partment of the Treasury have as their
principal function activities pertaining
to the enforcement of criminal laws.
This paragraph applies to the following
systems of records maintained by the
Department of the Treasury:

(i) Treasury.

(ii) Departmental Offices:

Number

System name

TIGTA Data Extracts.

Investigation Data Management System.
.... | SIGTARP Hotline Database.
.... | SIGTARP Correspondence Database.
.... | SIGTARP Investigative MIS Database.
.... | SIGTARP Investigative Files Database.
... | SIGTARP Audit Files Database.
... | TIGTA General Correspondence.
. | TIGTA Employee Relations Matters, Appeals, Grievances, and Complaint Files.

TIGTA Chief Counsel Case Files.
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Number

System name

DO .310 ...
DO .311 ...

TIGTA Chief Counsel Disclosure Section Records.
TIGTA Office of Investigations Files.

(iii) Alcohol and Tobacco Tax and
Trade Bureau.

(iv) Comptroller of the Currency:

Number

System name

CC .110 ...
CC .120
CC .500

Reports of Suspicious Activities.
Bank Fraud Information System.
Chief Counsel’'s Management Information System.

CC 510 ... Litigation Information System.
OTS .001 . Confidential Individual Information System.
OTS .004 . Criminal Referral Database.

(v) Bureau of Engraving and Print-
ing.

(vi) Financial Management Service.
(vii) Internal Revenue Service:

Number

System name

Treasury/IRS 46.002
Treasury/IRS 46.003 ..
Treasury/IRS 46.005 ..
Treasury/IRS 46.015 ..
Treasury/IRS 46.050
IRS 90.001 ..

Management Information System and Case Files, Criminal Investigation.
Confidential Informant Records, Criminal Investigation.

Electronic Surveillance and Monitoring Records, Criminal Investigation.
Relocated Witness Records, Criminal Investigation.

Automated Information Analysis and Recordkeeping, Criminal Investigation.
Chief Counsel Management Information System Records.

Chief Counsel Litigation and Advice (Criminal) Records.

IRS 90.003 ..
IRS 90.004 .. Chief Counsel Legal Processing Division Records.
IRS 90.005 ......ccocoviiiiiiiiiiiiciis Chief Counsel Library Records.

(viii) U.S. Mint.
(ix) Bureau of the Public Debt.

(x) Financial Crimes Enforcement
Network:

Number

System name

FinCEN .001 ....
FinCEN .002
FinCEN .003 ....

FinCEN Database.

Suspicious Activity Reporting System.
Bank Secrecy Act Reports System.

(2) The Department hereby exempts
the systems of records listed in para-
graphs (¢)(1)(i) through (x) of this sec-
tion from the following provisions of 5
U.S.C. b5b2a, pursuant to 5 TU.S.C.
5562a(j)(2): 5 U.S.C. 552a(c)(3) and (4), b
U.S.C. 5562a(d)(1), (2), (3), 4), 5 U.S.C.
552a(e)(1), (2) and (3), b5 TU.S.C.
552a(e)(4)(G), (H), and (I), b TU.S.C.
552a(e)(5) and (8), 5 U.S.C. 552a(f), and b
U.S.C. bb2a(g).

(d) Reasons for exemptions under 5
U.S.C. 552a(5)(2). (@8] 5 U.S.C.
562a(e)(4)(G) and (f)(1) enable individ-
uals to inquire whether a system of
records contains records pertaining to
them. Application of these provisions
to the systems of records would give
individuals an opportunity to learn
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whether they have been identified as
suspects or subjects of investigation.
As further described in the following
paragraph, access to such knowledge
would impair the Department’s ability
to carry out its mission, since individ-
uals could:

(i) Take steps to avoid detection;

(ii) Inform associates that an inves-
tigation is in progress;

(iii) Learn the nature of the inves-
tigation;

(iv) Learn whether they are only sus-
pects or identified as law violators;

(v) Begin, continue, or resume illegal
conduct upon learning that they are
not identified in the system of records;
or
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(vi) Destroy evidence needed to prove
the violation.

(2) 5 U.S.C. 552a(d)(1), (e)(4)(H) and
(£)(2), (3) and (5) grant individuals ac-
cess to records pertaining to them. The
application of these provisions to the
systems of records would compromise
the Department’s ability to provide
useful tactical and strategic informa-
tion to law enforcement agencies.

(i) Permitting access to records con-
tained in the systems of records would
provide individuals with information
concerning the nature of any current
investigations and would enable them
to avoid detection or apprehension by:

(A) Discovering the facts that would
form the basis for their arrest;

(B) Enabling them to destroy or alter
evidence of criminal conduct that
would form the basis for their arrest;
and

(C) Using knowledge that criminal
investigators had reason to believe
that a crime was about to be com-
mitted, to delay the commission of the
crime or commit it at a location that
might not be under surveillance.

(ii) Permitting access to either on-
going or closed investigative files
would also reveal investigative tech-
niques and procedures, the knowledge
of which could enable individuals plan-
ning crimes to structure their oper-
ations so as to avoid detection or ap-
prehension.

(iii) Permitting access to investiga-
tive files and records could, moreover,
disclose the identity of confidential
sources and informants and the nature
of the information supplied and there-
by endanger the physical safety of
those sources by exposing them to pos-
sible reprisals for having provided the
information. Confidential sources and
informants might refuse to provide
criminal investigators with valuable
information unless they believe that
their identities will not be revealed
through disclosure of their names or
the nature of the information they sup-
plied. Loss of access to such sources
would seriously impair the Depart-
ment’s ability to carry out its man-
date.

(iv) Furthermore, providing access to
records contained in the systems of
records could reveal the identities of
undercover law enforcement officers
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who compiled information regarding
the individual’s criminal activities and
thereby endanger the physical safety of
those undercover officers or their fami-
lies by exposing them to possible re-
prisals.

(v) By compromising the law enforce-
ment value of the systems of records
for the reasons outlined in paragraphs
(d)(2)(i) through (iv) of this section,
permitting access in Kkeeping with
these provisions would discourage
other law enforcement and regulatory
agencies, foreign and domestic, from
freely sharing information with the De-
partment and thus would restrict the
Department’s access to information
necessary to accomplish its mission
most effectively.

(vi) Finally, the dissemination of cer-
tain information that the Department
maintains in the systems of records is
restricted by law.

3) 5 U.S.C. bb62a(d)(2), (3) and (4),
(e)(4)(H), and (f)(4) permit an individual
to request amendment of a record per-
taining to him or her and require the
agency either to amend the record, or
to note the disputed portion of the
record and to provide a copy of the in-
dividual’s statement of disagreement
with the agency’s refusal to amend a
record to persons or other agencies to
whom the record is thereafter dis-
closed. Since these provisions depend
on the individual having access to his
or her records, and since these rules ex-
empt the systems of records from the
provisions of 5 U.S.C. 552a relating to
access to records, for the reasons set
out in paragraph (d)(2) of this section,
these provisions should not apply to
the systems of records.

(4) 5 U.S.C. 552a(c)(3) requires an
agency to make accountings of disclo-
sures of a record available to the indi-
vidual named in the record upon his or
her request. The accountings must
state the date, nature, and purpose of
each disclosure of the record and the
name and address of the recipient.

(i) The application of this provision
would impair the ability of law en-
forcement agencies outside the Depart-
ment of the Treasury to make effective
use of information provided by the De-
partment. Making accountings of dis-
closures available to the subjects of an
investigation would alert them to the
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fact that another agency is conducting
an investigation into their criminal ac-
tivities and could reveal the geo-
graphic location of the other agency’s
investigation, the nature and purpose
of that investigation, and the dates on
which that investigation was active.
Individuals possessing such knowledge
would be able to take measures to
avoid detection or apprehension by al-
tering their operations, by transferring
their criminal activities to other geo-
graphical areas, or by destroying or
concealing evidence that would form
the basis for arrest. In the case of a de-
linquent account, such release might
enable the subject of the investigation
to dissipate assets before levy.

(ii) Moreover, providing accountings
to the subjects of investigations would
alert them to the fact that the Depart-
ment has information regarding their
criminal activities and could inform
them of the general nature of that in-
formation. Access to such information
could reveal the operation of the De-
partment’s information-gathering and
analysis systems and permit individ-
uals to take steps to avoid detection or
apprehension.

(5) 5 U.S.C. 552(c)(4) requires an agen-
cy to inform any person or other agen-
cy about any correction or notation of
dispute that the agency made in ac-
cordance with 5 U.S.C. 552a(d) to any
record that the agency disclosed to the
person or agency if an accounting of
the disclosure was made. Since this
provision depends on an individual’s
having access to and an opportunity to
request amendment of records per-
taining to him or her, and since these
rules exempt the systems of records
from the provisions of 5 U.S.C. 552a re-
lating to access to and amendment of
records, for the reasons set out in para-
graph (f)(3) of this section, this provi-
sion should not apply to the systems of
records.

(6) 5 U.S.C. bb2a(e)(4)(I) requires an
agency to publish a general notice list-
ing the categories of sources for infor-
mation contained in a system of
records. The application of this provi-
sion to the systems of records could
compromise the Department’s ability
to provide useful information to law
enforcement agencies, since revealing
sources for the information could:
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(i) Disclose investigative techniques
and procedures;

(ii) Result in threats or reprisals
against informants by the subjects of
investigations; and

(iii) Cause informants to refuse to
give full information to criminal inves-
tigators for fear of having their identi-
ties as sources disclosed.

(7 5 U.S.C. 552a(e)(1) requires an
agency to maintain in its records only
such information about an individual
as is relevant and necessary to accom-
plish a purpose of the agency required
to be accomplished by statute or execu-
tive order. The term ‘‘maintain,” as de-
fined in 5 U.S.C. 552a(a)(3), includes
“collect” and ‘‘disseminate.” The ap-
plication of this provision to the sys-
tems of records could impair the De-
partment’s ability to collect and dis-
seminate valuable law enforcement in-
formation.

(i) In many cases, especially in the
early stages of investigation, it may be
impossible to immediately determine
whether information collected is rel-
evant and necessary, and information
that initially appears irrelevant and
unnecessary often may, upon further
evaluation or upon collation with in-
formation developed subsequently,
prove particularly relevant to a law en-
forcement program.

(ii) Not all violations of law discov-
ered by the Department fall within the
investigative jurisdiction of the De-
partment of the Treasury. To promote
effective law enforcement, the Depart-
ment will have to disclose such viola-
tions to other law enforcement agen-
cies, including State, local and foreign
agencies, that have jurisdiction over
the offenses to which the information
relates. Otherwise, the Department
might be placed in the position of hav-
ing to ignore information relating to
violations of law not within the juris-
diction of the Department of the Treas-
ury when that information comes to
the Department’s attention during the
collation and analysis of information
in its records.

(8) 5 U.S.C. 552a(e)(2) requires an
agency to collect information to the
greatest extent practicable directly
from the subject individual when the
information may result in adverse de-
terminations about an individual’s
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rights, benefits, and privileges under
Federal programs. The application of
this provision to the systems of records
would impair the Department’s ability
to collate, analyze, and disseminate in-
vestigative, intelligence, and enforce-
ment information.

(i) Most information collected about
an individual under criminal investiga-
tion is obtained from third parties,
such as witnesses and informants. It is
usually not feasible to rely upon the
subject of the investigation as a source
for information regarding his criminal
activities.

(ii) An attempt to obtain information
from the subject of a criminal inves-
tigation will often alert that individual
to the existence of an investigation,
thereby affording the individual an op-
portunity to attempt to conceal his
criminal activities so as to avoid ap-
prehension.

(iii) In certain instances, the subject
of a criminal investigation may assert
his/her constitutional right to remain
silent and refuse to supply information
to criminal investigators upon request.

(iv) During criminal investigations it
is often a matter of sound investigative
procedure to obtain information from a
variety of sources to verify informa-
tion already obtained from the subject
of a criminal investigation or other
sources.

(9) 5 U.S.C. 552a(e)(3) requires an
agency to inform each individual whom
it asks to supply information, on the
form that it uses to collect the infor-
mation or on a separate form that the
individual can retain, of the agency’s
authority for soliciting the informa-
tion; whether disclosure of information
is voluntary or mandatory; the prin-
cipal purposes for which the agency
will use the information; the routine
uses that may be made of the informa-
tion; and the effects on the individual
of not providing all or part of the infor-
mation. The systems of records should
be exempted from this provision to
avoid impairing the Department’s abil-
ity to collect and collate investigative,
intelligence, and enforcement data.

(i) Confidential sources or undercover
law enforcement officers often obtain
information under circumstances in
which it is necessary to keep the true
purpose of their actions secret so as
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not to let the subject of the investiga-
tion or his or her associates know that
a criminal investigation is in progress.

(ii) If it became known that the un-
dercover officer was assisting in a
criminal investigation, that officer’s
physical safety could be endangered
through reprisal, and that officer may
not be able to continue working on the
investigation.

(iii) Individuals often feel inhibited
in talking to a person representing a
criminal law enforcement agency but
are willing to talk to a confidential
source or undercover officer whom they
believe are not involved in law enforce-
ment activities.

(iv) Providing a confidential source
of information with written evidence
that he or she was a source, as required
by this provision, could increase the
likelihood that the source of informa-
tion would be subject to retaliation by
the subject of the investigation.

(v) Individuals may be contacted dur-
ing preliminary information gathering,
surveys, or compliance projects con-
cerning the administration of the in-
ternal revenue laws before any indi-
vidual is identified as the subject of an
investigation. Informing the individual
of the matters required by this provi-
sion would impede or compromise sub-
sequent investigations.

(10) 5 U.S.C. bb2a(e)(b) requires an
agency to maintain all records it uses
in making any determination about
any individual with such accuracy, rel-
evance, timeliness, and completeness
as is reasonably necessary to assure
fairness to the individual in the deter-
mination.

(i) Since b5 U.S.C. 552a(a)(3) defines
“maintain’ to include ‘‘collect’” and
‘“‘disseminate,” application of this pro-
vision to the systems of records would
hinder the initial collection of any in-
formation that could not, at the mo-
ment of collection, be determined to be
accurate, relevant, timely, and com-
plete. Similarly, application of this
provision would seriously restrict the
Department’s ability to disseminate in-
formation pertaining to a possible vio-
lation of law to law enforcement and
regulatory agencies. In collecting in-
formation during a criminal investiga-
tion, it is often impossible or
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unfeasible to determine accuracy, rel-
evance, timeliness, or completeness
prior to collection of the information.
In disseminating information to law
enforcement and regulatory agencies,
it is often impossible to determine ac-
curacy, relevance, timeliness, or com-
pleteness prior to dissemination be-
cause the Department may not have
the expertise with which to make such
determinations.

(ii) Information that may initially
appear inaccurate, irrelevant, un-
timely, or incomplete may, when col-
lated and analyzed with other available
information, become more pertinent as
an investigation progresses. In addi-
tion, application of this provision could
seriously impede criminal investiga-
tors and intelligence analysts in the
exercise of their judgment in reporting
results obtained during criminal inves-
tigations.

(11) 5 U.S.C. bb2a(e)(8) requires an
agency to make reasonable efforts to
serve notice on an individual when the
agency makes any record on the indi-
vidual available to any person under
compulsory legal process, when such
process becomes a matter of public
record. The systems of records should
be exempted from this provision to
avoid revealing investigative tech-
niques and procedures outlined in those
records and to prevent revelation of
the existence of an ongoing investiga-
tion where there is need to keep the ex-
istence of the investigation secret.

(12) 5 U.S.C. 5562a(g) provides for civil
remedies to an individual when an
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agency wrongfully refuses to amend a
record or to review a request for
amendment, when an agency wrong-
fully refuses to grant access to a
record, when an agency fails to main-
tain accurate, relevant, timely, and
complete records which are used to
make a determination adverse to the
individual, and when an agency fails to
comply with any other provision of 5
U.S.C. 5b2a so as to adversely affect the
individual. The systems of records
should be exempted from this provision
to the extent that the civil remedies
may relate to provisions of 5 U.S.C.
5b2a from which these rules exempt the
systems of records, since there should
be no civil remedies for failure to com-
ply with provisions from which the De-
partment is exempted. Exemption from
this provision will also protect the De-
partment from baseless civil court ac-
tions that might hamper its ability to
collate, analyze, and disseminate in-
vestigative, intelligence, and law en-
forcement data.

(e) Specific exemptions under 5 U.S.C.
552a(k)(1). (1) Under 5 U.S.C. 552a(k)(1),
the head of any agency may promul-
gate rules to exempt any system of
records within the agency from certain
provisions of the Privacy Act to the ex-
tent that the system contains informa-
tion subject to the provisions of 5
U.S.C. 552(b)(1). This paragraph applies
to the following systems of records
maintained by the Department of the
Treasury:

(i) Departmental Offices:

Number

System name

Records Related to Office of Foreign Assets Control Economic Sanctions.

(ii) Financial Crimes Enforcement
Network:

System name

FinCEN .001 FinCEN Database.

(2) The Department of the Treasury
hereby exempts the systems of records
listed in paragraph (e)(1)(i) and (ii) of
this section from the following provi-
sions of 5 U.S.C. 552a, pursuant to b5
U.S.C. 5562a(k)(1): 5 U.S.C. 552a(c)(3), b
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U.S.C. 552a(d)1), (2), (3), and 4), 5
U.8.C. 552a(e)(1), 5 U.S.C. 552a(e)(D(G),
(H), and (I), and 5 U.S.C. 552a(f).
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(f) Reasons for exemptions wunder 5
U.S.C. 552a(k)(1). The reason for invok-
ing the exemption is to protect mate-
rial authorized to be kept secret in the
interest of national defense or foreign
policy pursuant to Executive Orders
12958, 13526, or successor or prior Exec-
utive Orders.

(g) Specific exemptions under 5 U.S.C.
552a(k)(2). (1) Under 5 U.S.C. 552a(k)(2),
the head of any agency may promul-
gate rules to exempt any system of

§1.36

records within the agency from certain
provisions of the Privacy Act if the
system is investigatory material com-
piled for law enforcement purposes and
for the purposes of assuring the safety
of individuals protected by the Depart-
ment pursuant to the provisions of 18
U.S.C. 3056. This paragraph applies to
the following systems of records main-
tained by the Department of the Treas-
ury:
(i) Treasury:

Number

System name

Treasury .013

Department of the Treasury Civil Rights Complaints and Compliance Review Files.

(ii) Departmental Offices:

System name

Records Related to Office of Foreign Assets Control Economic Sanctions.
General Counsel Litigation Referral and Reporting System.

TIGTA Employee Relations Matters, Appeals, Grievances, and Complaint Files.

Number
DO .120 ..
DO .144 ..
DO .190 .. Investigation Data Management System.
DO .220 .. SIGTARP Hotline Database.
DO .221 .. SIGTARP Correspondence Database.
DO .222 .. SIGTARP Investigative MIS Database.
DO .223 .. SIGTARP Investigative Files Database.
DO .224 .. SIGTARP Audit Files Database.
DO.225 ... TARP Fraud Investigation Information System.
DO .303 TIGTA General Correspondence.
DO .307 ..
DO .308 .. TIGTA Data Extracts.
DO .309 .. TIGTA Chief Counsel Case Files.
DO .310 .. TIGTA Chief Counsel Disclosure Section Records.

DO .311 ..

TIGTA Office of Investigations Files.

(iii) Alcohol and To
Trade Bureau:

bacco Tax and

Number

System name

TTB .001

Regulatory Enforcement Record System.

(iv) Comptroller of the Currency:

System name

Number
CC .100 .. Enforcement Action Report System.
CC .110 .. Reports of Suspicious Activities.
CC .120 .. Bank Fraud Information System.
CC .220 .. Section 914 Tracking System.
CC .500 .. Chief Counsel’'s Management Information System.
CC 510 .. Litigation Information System.
CC .600 .. Consumer Complaint Inquiry and Information System.
OTS .001 Confidential Individual Information System.
OTS .004 ... Criminal Referral Database.

(v) Bureau of Engraving and Print-

ing:
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Number

System name

BEP .021

Investigative files.

(vi) Financial Management Service.
(vii) Internal Revenue Service:

Number

System name

IRS 00.002 ...
IRS 00.007
IRS 00.334 ...
IRS 22.061 ...
IRS 24.047
IRS 26.001
IRS 26.006
IRS 26.012
IRS 26.013
IRS 26.019 ...
IRS 26.020 ...
IRS 26.021
IRS 34.037
IRS 37.007 ...
IRS 37.009 ...
IRS 37.111
IRS 42.001
IRS 42.002
IRS 42.005
IRS 42.008
IRS 42.016
IRS 42.017
IRS 42.021
IRS 42.031
IRS 44.001 ...

Treasury/IRS 46.050 .
IRS 48.001 ...

IRS 49.001
IRS 49.002 ...
IRS 50.222 ...
IRS 60.000
IRS 90.001
IRS 90.002
IRS 90.004
IRS 90.005 ...

Correspondence File-Inquiries about Enforcement Activities.
Employee Complaint and Allegation Referral Records.

Third Party Contact Reprisal Records.

Wage and Information Returns Processing (IRP).

Audit Underreporter Case Files.

Acquired Property Records.

Form 2209, Courtesy Investigations.

Offer in Compromise (OIC) Files.

One-hundred Per Cent Penalty Cases.

TDA (Taxpayer Delinquent Accounts).

TDI (Taxpayer Delinquency Investigations) Files.

Transferee Files.

IRS Audit Trail and Security Records System.

Practitioner Disciplinary Records.

Enrolled Agents Records.

Preparer Tax Identification Number Records.

Examination Administrative File.

Excise Compliance Programs.

Whistleblower Office Records.

Audit Information Management System (AIMS).

Classification and Examination Selection Files.

International Enforcement Program Files.

Compliance Programs and Projects Files.

Anti-Money Laundering/Bank Secrecy Act (BSA) and Form 8300 Records.
Appeals Case Files.

Automated Information Analysis and Recordkeeping, Criminal Investigation.
Disclosure Records.

Collateral and Information Requests System.

Component Authority and Index Card Microfilm Retrieval System.
Tax Exempt Government Entities Case Management Records.
Employee Protection System Records.

Chief Counsel Management Information System Records.
Chief Counsel Litigation and Advice (Civil) Records.

Chief Counsel Legal Processing Division Records.

Chief Counsel Library Records.

(viii) U.S. Mint:

Number

System name

Mint .008 ...

Criminal investigation files.

(ix) Bureau of the Public Debt:

Number

System name

BPD.009

U.S. Treasury Securities Fraud Information System.

(x) Financial Crimes Enforcement

Network:
Number System name
FinCEN .001 .....cccoiiiiiiccie FinCEN Database.
FinCEN .002 . Suspicious Activity Reporting System.
FinCEN .003 . Bank Secrecy Act Reports System.
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(2) The Department hereby exempts
the systems of records listed in para-
graphs (g)(1)(i) through (x) of this sec-
tion from the following provisions of 5
U.S.C. b5b2a, pursuant to 5 TU.S.C.
562a(k)(2): 5 U.S.C. 552a(c)(3), b U.S.C.
5562a(d)(1), (2), (3), (4), b U.S.C. bb2a(e)(1),
5 U.S.C. 552a(e)(4)(G), (H), and (I), and b
U.S.C. b552a(f).

(h) Reasons for exemptions under 5
U.S.C. 552a(k)(2). (1) 5 U.S.C. bb2a(c)(3)
requires an agency to make account-
ings of disclosures of a record available
to the individual named in the record
upon his or her request. The account-
ings must state the date, nature, and
purpose of each disclosure of the record
and the name and address of the recipi-
ent.

(i) The application of this provision
would impair the ability of the Depart-
ment of the Treasury and of law en-
forcement agencies outside the Depart-
ment to make effective use of informa-
tion maintained by the Department.
Making accountings of disclosures
available to the subjects of an inves-
tigation would alert them to the fact
that an agency is conducting an inves-
tigation into their illegal activities
and could reveal the geographic loca-
tion of the investigation, the nature
and purpose of that investigation, and
the dates on which that investigation
was active. Individuals possessing such
knowledge would be able to take meas-
ures to avoid detection or apprehension
by altering their operations, by trans-
ferring their illegal activities to other
geographical areas, or by destroying or
concealing evidence that would form
the basis for detection or apprehension.
In the case of a delinquent account,
such release might enable the subject
of the investigation to dissipate assets
before levy.

(ii) Providing accountings to the sub-
jects of investigations would alert
them to the fact that the Department
has information regarding their illegal
activities and could inform them of the
general nature of that information.

(2) 5 U.S.C. 552a(d)(1), (e)(4)(H) and
(£)(2), (3) and (5) grant individuals ac-
cess to records pertaining to them. The
application of these provisions to the
systems of records would compromise
the Department’s ability to utilize and
provide useful tactical and strategic
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information to law enforcement agen-
cies.

(i) Permitting access to records con-
tained in the systems of records would
provide individuals with information
concerning the nature of any current
investigations and would enable them
to avoid detection or apprehension by:

(A) Discovering the facts that would
form the basis for their detection or
apprehension;

(B) Enabling them to destroy or alter
evidence of illegal conduct that would
form the basis for their detection or
apprehension, and

(C) Using knowledge that investiga-
tors had reason to believe that a viola-
tion of law was about to be committed,
to delay the commission of the viola-
tion or commit it at a location that
might not be under surveillance.

(ii) Permitting access to either on-
going or closed investigative files
would also reveal investigative tech-
niques and procedures, the knowledge
of which could enable individuals plan-
ning non-criminal acts to structure
their operations so as to avoid detec-
tion or apprehension.

(iii) Permitting access to investiga-
tive files and records could, moreover,
disclose the identity of confidential
sources and informants and the nature
of the information supplied and there-
by endanger the physical safety of
those sources by exposing them to pos-
sible reprisals for having provided the
information. Confidential sources and
informants might refuse to provide in-
vestigators with valuable information
unless they believed that their identi-
ties would not be revealed through dis-
closure of their names or the nature of
the information they supplied. Loss of
access to such sources would seriously
impair the Department’s ability to
carry out its mandate.

(iv) Furthermore, providing access to
records contained in the systems of
records could reveal the identities of
undercover law enforcement officers or
other persons who compiled informa-
tion regarding the individual’s illegal
activities and thereby endanger the
physical safety of those undercover of-
ficers, persons, or their families by ex-
posing them to possible reprisals.

(v) By compromising the law enforce-
ment value of the systems of records
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for the reasons outlined in paragraphs
(h)(2)(i) through (iv) of this section,
permitting access in Kkeeping with
these provisions would discourage
other law enforcement and regulatory
agencies, foreign and domestic, from
freely sharing information with the De-
partment and thus would restrict the
Department’s access to information
necessary to accomplish its mission
most effectively.

(vi) Finally, the dissemination of cer-
tain information that the Department
may maintain in the systems of
records is restricted by law.

3) 5 U.S.C. 5b62a(d)(2), (3) and (4),
(e)(4)(H), and (f)(4) permit an individual
to request amendment of a record per-
taining to him or her and require the
agency either to amend the record, or
to note the disputed portion of the
record and to provide a copy of the in-
dividual’s statement of disagreement
with the agency’s refusal to amend a
record to persons or other agencies to
whom the record is thereafter dis-
closed. Since these provisions depend
on the individual having access to his
or her records, and since these rules ex-
empt the systems of records from the
provisions of 5 U.S.C. 552a relating to
access to records, these provisions
should not apply to the systems of
records for the reasons set out in para-
graph (h)(2) of this section.

(4) 5 U.S.C. 552a(e)(1) requires an
agency to maintain in its records only
such information about an individual
as is relevant and necessary to accom-
plish a purpose of the agency required
by statute or executive order. The term
“maintain,” as defined in 5 U.S.C.
5b2a(a)(3), includes ‘‘collect’” and ‘‘dis-
seminate.” The application of this pro-
vision to the system of records could
impair the Department’s ability to col-
lect, utilize and disseminate valuable
law enforcement information.

(i) In many cases, especially in the
early stages of investigation, it may be
impossible immediately to determine
whether information collected is rel-
evant and necessary, and information
that initially appears irrelevant and
unnecessary often may, upon further
evaluation or upon collation with in-
formation developed subsequently,
prove particularly relevant to a law en-
forcement program.
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(ii) Not all violations of law discov-
ered by the Department analysts fall
within the investigative jurisdiction of
the Department of the Treasury. To
promote effective law enforcement, the
Department will have to disclose such
violations to other law enforcement
agencies, including State, local and
foreign agencies that have jurisdiction
over the offenses to which the informa-
tion relates. Otherwise, the Depart-
ment might be placed in the position of
having to ignore information relating
to violations of law not within the ju-
risdiction of the Department of the
Treasury when that information comes
to the Department’s attention during
the collation and analysis of informa-
tion in its records.

(5) 5 U.S.C. 552a(e)(4)(G) and (f)(1) en-
able individuals to inquire whether a
system of records contains records per-
taining to them. Application of these
provisions to the systems of records
would allow individuals to learn wheth-
er they have been identified as suspects
or subjects of investigation. As further
described in the following paragraph,
access to such knowledge would impair
the Department’s ability to carry out
its mission, since individuals could:

(i) Take steps to avoid detection;

(ii) Inform associates that an inves-
tigation is in progress;

(iii) Learn the nature of the inves-
tigation;

(iv) Learn whether they are only sus-
pects or identified as law violators;

(v) Begin, continue, or resume illegal
conduct upon learning that they are
not identified in the system of records;
or

(vi) Destroy evidence needed to prove
the violation.

(6) 5 U.S.C. bb2a(e)4)(I) requires an
agency to publish a general notice list-
ing the categories of sources for infor-
mation contained in a system of
records. The application of this provi-
sion to the systems of records could
compromise the Department’s ability
to complete or continue investigations
or to provide useful information to law
enforcement agencies, since revealing
sources for the information could:

(i) Disclose investigative techniques
and procedures;
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(ii) Result in threats or reprisals
against informants by the subjects of
investigations; and

(iii) Cause informants to refuse to
give full information to investigators
for fear of having their identities as
sources disclosed.

(i) Specific exemptions under 5 U.S.C.
552a(k)(4). (1) Under 5 U.S.C. 552a(k)(4),
the head of any agency may promul-
gate rules to exempt any system of

§1.36

records within the agency from certain
provisions of the Privacy Act if the
system is required by statute to be
maintained and used solely as statis-
tical records. This paragraph applies to
the following system of records main-
tained by the Department, for which
exemption is claimed under 5 U.S.C.
5562a(k)(4).
Internal Revenue Service:

Number

System name

IRS 70.001

Statistics of Income—Individual Tax Returns.

(2) The Department hereby exempts
the system of records listed in para-
graph (i)(1) of this section from the fol-
lowing provisions of 5 U.S.C. 552a, pur-
suant to 5 U.S.C. 552a(k)(4): 5 U.S.C.
5562a(c)(3), 5 U.S.C. 552a(d)1), (2), (3),
and (4), 5 U.S.C. 552a(e)(1), 5 U.S.C.
5562a(e)(4)(G), (H), and (I), and 5 U.S.C.
562a(f).

(3) The system of records is main-
tained under section 6108 of the Inter-
nal Revenue Code, which provides that
‘““the Secretary or his delegate shall
prepare and publish annually statistics
reasonably available with respect to
the operation of the income tax laws,
including classifications of taxpayers
and of income, the amounts allowed as
deductions, exemptions, and credits,
and any other facts deemed pertinent
and valuable.”

(j) Reasons for exemptions wunder 5
U.S.C. b552a(k)(4). The reason for ex-
empting the system of records is that
disclosure of statistical records (in-
cluding release of accounting for dis-
closures) would in most instances be of
no benefit to a particular individual
since the records do not have a direct
effect on a given individual.

(k) Specific exemptions under 5 U.S.C.
552a(k)(5). (1) Under 5 U.S.C. 552a(k)(5),
the head of any agency may promul-
gate rules to exempt any system of
records within the agency from certain
provisions of the Privacy Act if the
system is investigatory material com-
piled solely for the purpose of deter-
mining suitability, eligibility, and
qualifications for Federal civilian em-
ployment or access to classified infor-
mation, but only to the extent that the
disclosure of such material would re-
veal the identity of a source who fur-
nished information to the Government
under an express promise that the iden-
tity of the source would be held in con-
fidence, or, prior to September 27, 1975,
under an implied promise that the
identity of the source would be held in
confidence. Thus to the extent that the
records in this system can be disclosed
without revealing the identity of a con-
fidential source, they are not within
the scope of this exemption and are
subject to all the requirements of the
Privacy Act. This paragraph applies to
the following systems of records main-
tained by the Department or one of its
bureaus:

(i) Treasury:

Number

System name

Treasury .007 Personnel Security System.

(ii) Departmental Offices:

Number

System name

TIGTA Recruiting and Placement.
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(iii) Alcohol and Tobacco Tax and
Trade Bureau.
(iv) Comptroller of the Currency.
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(v) Bureau of Engraving and Print-
ing.

(vi) Financial Management Service.

(vii) Internal Revenue Service:

Number

System name

IRS 34.021 ...
IRS 34.022
IRS 90.006 ...

. | Personnel Security Investigations, National Background Investigations Center.
Automated Background Investigations System (ABIS).
. | Chief Counsel Human Resources and Administrative Records.

(viii) U.S. Mint.

(ix) Bureau of the Public Debt.

(x) Financial Crimes Enforcement
Network.

(2) The Department hereby exempts
the systems of records listed in para-
graph (k)(1)(i) through (x) of this sec-
tion from the following provisions of 5

U.S.C. b5b2a, pursuant to 5 TU.S.C.
552a(k)(5): 5 U.S.C. 552a(c)(3), 5 U.S.C.
552a(d)(1), (2), (3), and (4), 5 U.S.C.

5562a(e)(1), 5 U.S.C. 5b52a(e)(4)(G),
and (I), and 5 U.S.C. 552a(f).

(1) Reasons for exemptions wunder 5
U.S.C. 552a(k)(5). (1) The sections of 5
U.S.C. 552a from which the systems of
records are exempt include in general
those providing for individuals’ access
to or amendment of records. When such
access or amendment would cause the
identity of a confidential source to be
revealed, it would impair the future
ability of the Department to compile
investigatory material for the purpose
of determining suitability, eligibility,
or qualifications for Federal civilian
employment, Federal contracts, or ac-
cess to classified information. In addi-
tion, the systems shall be exempt from
5 U.S.C. 552a(e)(1) which requires that
an agency maintain in its records only
such information about an individual
as is relevant and necessary to accom-

(1),

plish a purpose of the agency required
to be accomplished by statute or execu-
tive order. The Department believes
that to fulfill the requirements of 5
U.S.C. 552a(e)(1) would unduly restrict
the agency in its information gath-
ering inasmuch as it is often not until
well after the investigation that it is
possible to determine the relevance
and necessity of particular informa-
tion.

(2) If any investigatory material con-
tained in the above-named systems be-
comes involved in criminal or civil
matters, exemptions of such material
under 5 U.S.C. 5562a(j)(2) or (k)(2) is
hereby claimed.

(m) Exemption wunder 5§ U.S.C.
552a(k)(6). (1) Under 5 U.S.C. 552a(k)(6),
the head of any agency may promul-
gate rules to exempt any system of
records that is testing or examination
material used solely to determine indi-
vidual qualifications for appointment
or promotion in the Federal service the
disclosure of which would compromise
the objectivity or fairness of the test-
ing or examination process. This para-
graph applies to the following system
of records maintained by the Depart-
ment, for which exemption is claimed
under 5 U.S.C. 552a(k)(6).

Departmental Officers:

Number

System name

TIGTA Recruiting and Placement Records.

(2) The Department hereby exempts
the system of records listed in para-
graphs (m)(1) of this section from the
following provisions of 5 U.S.C. 552a,
pursuant to 5 U.S.C. 552a(k)(6): 5 U.S.C.
5562a(c)(3), 5 U.S.C. 5b2a(d)(1), (2), (3),
and (4), 5 U.S.C. 552a(e)(1), 5 U.S.C.
552a(e)(4)(G), (H), and (I), and 5 U.S.C.
562a(f).
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(n) Reasons for exemptions under 5
U.S.C. 552a(k)(6). The reason for ex-
empting the system of records is that
disclosure of the material in the sys-
tem would compromise the objectivity
or fairness of the examination process.

(0) Exempt information included in an-
other system. Any information from a
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system of records for which an exemp-
tion is claimed under 5 U.S.C. 552a(j) or
(k) which is also included in another
system of records retains the same ex-
empt status such information has in
the system for which such exemption is
claimed.

[77 FR 28479, May 15, 2012, as amended at 77
FR 59548, Sept. 28, 2012; 79 FR 12944, Mar. 7,
2014; 80 FR 13765, Mar. 17, 2015]

APPENDIX A TO SUBPART C OF PART 1—
DEPARTMENTAL OFFICES

1. In general. This appendix applies to the
Departmental Offices as defined in 31 CFR
part 1, subpart C, §1.20. It sets forth specific
notification and access procedures with re-
spect to particular systems of records, iden-
tifies the officers designated to make the ini-
tial determinations with respect to notifica-
tion and access to records, the officers des-
ignated to make the initial and appellate de-
terminations with respect to requests for
amendment of records, the officers des-
ignated to grant extensions of time on ap-
peal, the officers with whom ‘‘Statement of
Disagreement’ may be filed, the officer des-
ignated to receive service of process and the
addresses for delivery of requests, appeals,
and service of process. In addition, it ref-
erences the notice of systems of records and
notices of the routine uses of the informa-
tion in the system required by 5 U.S.C.
5b2a(e)(4) and (11) and published annually by
the Office of the Federal Register in ‘‘Pri-
vacy Act Issuances”.

2. Requests for notification and access to
records and accountings of disclosures. Initial
determinations under 31 CFR 1.26, whether to
grant requests for notification and access to
records and accountings of disclosures for
the Departmental Offices, will be made by
the head of the organizational unit having
immediate custody of the records requested,
or the delegate of such official. This infor-
mation is contained in the appropriate sys-
tem notice in the ‘“‘Privacy Act Issuances’’,
published annually by the Office of the Fed-
eral Register. Requests for information and
specific guidance on where to send requests
for records should be addressed to:

Privacy Act Request, DO, Director, Disclo-
sure Services Department of the Treasury,
1500 Pennsylvania Avenue, NW., Washington,
DC 20220.

3. Requests for amendments of records. Initial
determinations under 31 CFR 1.27(a) through
(d) with respect to requests to amend records
for records maintained by the Departmental
Offices will be made by the head of the orga-
nization or unit having immediate custody
of the records or the delegate of such official.
Requests for amendment of records should be
addressed as indicated in the appropriate
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system notice in ‘“‘Privacy Act Issuances”
published by the Office of the Federal Reg-
ister. Requests for information and specific
guidance on where to send these requests
should be addressed to: Privacy Act Amend-
ment Request, DO, Director, Disclosure
Services Department of the Treasury, 1500
Pennsylvania Avenue, NW., Washington, DC
20220.

4. Administrative appeal of initial determina-
tion refusing to amend record. Appellate deter-
minations under 31 CFR 1.27(e) with respect
to records of the Departmental Offices, in-
cluding extensions of time on appeal, will be
made by the Secretary, Deputy Secretary,
Under Secretary, General Counsel, Special
Inspector General for Troubled Assets Relief
Program, or Assistant Secretary having ju-
risdiction over the organizational unit which
has immediate custody of the records, or the
delegate of such official, as limited by 5
U.S.C. b52a(d) (2) and (3). Appeals made by
mail should be addressed as indicated in the
letter of initial decision or to:

Privacy Act Amendment Request, DO, Di-
rector, Disclosure Services Department of
the Treasury, 1500 Pennsylvania Avenue,
NW., Washington, DC 20220.

5. Statements of disagreement. ‘‘Statements
of Disagreement’ as described in 31 CFR
1.27(e)(4) shall be filed with the official sign-
ing the notification of refusal to amend at
the address indicated in the letter of notifi-
cation within 35 days of the date of notifica-
tion and should be limited to one page.

6. Service of process. Service of process will
be received by the General Counsel of the De-
partment of the Treasury or the delegate of
such official and shall be delivered to the fol-
lowing location:

General Counsel, Department of the Treas-
ury, Room 3000, Main Treasury Building, 1500
Pennsylvania Avenue, NW., Washington, DC
20220.

7. Annual notice of systems of records. The
annual notice of systems of records required
to be published by the Office of the Federal
Register in the publication entitled ‘‘Privacy
Act Issuances’, as specified in 5 U.S.C. 552a
(f). Any specific requirements for access, in-
cluding identification requirements, in addi-
tion to the requirements set forth in 31 CFR
1.26 and 1.27 and 8 of this appendix, and loca-
tions for access are indicated in the notice
for the pertinent system.

8. Verification of identity. An individual
seeking notification or access to records, or
seeking to amend a record, must satisfy one
of the following identification requirements
before action will be taken by the Depart-
mental Offices on any such request:

(i) An individual seeking notification or
access to records in person, or seeking to
amend a record in person, may establish
identity by the presentation of a single offi-
cial document bearing a photograph (such as
a passport or identification badge) or by the
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presentation of two items of identification
which do not bear a photograph but do bear
both a name and signature (such as a driver’s
license or credit card).

(ii) An individual seeking notification or
access to records by mail, or seeking to
amend a record by mail, may establish iden-
tity by a signature, address, and one other
identifier such as a photocopy of a driver’s
license or other official document bearing
the individual’s signature.

(iii) Notwithstanding subdivisions (i) and
(ii) of this subparagraph, an individual seek-
ing notification or access to records by mail
or in person, or seeking to amend a record by
mail or in person, who so desires, may estab-
lish identity by providing a notarized state-
ment, swearing or affirming to such individ-
ual’s identity and to the fact that the indi-
vidual understands the penalties provided in
5 U.S.C. 552a(i)(3) for requesting or obtaining
access to records under false pretenses.
Notwithstanding subdivision (i), (ii), or (iii)
of this subparagraph, a designated official
may require additional proof of an individ-
ual’s identity before action will be taken on
any request, if such official determines that
it is necessary to protect against unauthor-
ized disclosure of information in a particular
case. In addition, a parent of any minor or a
legal guardian of any individual will be re-
quired to provide adequate proof of legal re-
lationship before such person may act on be-
half of such minor or such individual.

[62 FR 26305, July 14, 1987, as amended at 75
FR 745, Jan. 6, 2010]

APPENDIX B TO SUBPART C OF PART 1—
INTERNAL REVENUE SERVICE

1. Purpose. The purpose of this section is to
set forth the procedures that have been es-
tablished by the Internal Revenue Service
for individuals to exercise their rights under
the Privacy Act of 1974 (88 Stat. 1896) with
respect to systems of records maintained by
the Internal Revenue Service, including the
Office of the Chief Counsel. The procedures
contained in this section are to be promul-
gated under the authority of 5 U.S.C. 552a(f).
The procedures contained in this section re-
late to the following:

(a) The procedures whereby an individual
can be notified in response to a request if a
system of records named by the individual
contains a record pertaining to such indi-
vidual (5 U.S.C. 552a(f)(1)).

(b) The procedures governing reasonable
times, places, and requirements for identi-
fying an individual who requests a record of
information pertaining to such individual
before the Internal Revenue Service will
make the record or information available to
the individual (5 U.S.C. 552a (£)(2)).

(c) The procedures for the disclosure to an
individual upon a request of a record of in-
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formation pertaining to such individual, in-
cluding special procedures for the disclosure
to an individual of medical records, includ-
ing psychological records. (6 U.S.C. 552a
®@)).

(d) The procedures for reviewing a request
from an individual concerning the amend-
ment of any record or information per-
taining to the individual, for making a deter-
mination on the request, for an appeal with-
in the Internal Revenue Service of an initial
adverse agency determination, and for what-
ever additional means may be necessary for
individuals to be able to exercise fully their
right under 5 U.S.C. 552a (5 U.S.C. 552a (£)(4)).

Any individual seeking to determine
whether a system of records maintained by
any office of the Internal Revenue Service
contains a record or information pertaining
to such individual, or seeking access to, or
amendment of, such a record, must comply
fully with the applicable procedure con-
tained in paragraph (3) or (4) of this section
before the Internal Revenue Service will act
on the request. Neither the notification and
access (or accounting of disclosures) proce-
dures under paragraph (3) of this section nor
the amendment procedures under paragraph
(4) of this section are applicable to (i) sys-
tems of records exempted pursuant to 5
U.S.C. 552a (j) and (k), (ii) information com-
piled in reasonable anticipation of a civil ac-
tion or proceeding (see 5 U.S.C. 552a (d)(5)),
or (iii) information pertaining to an indi-
vidual which is contained in, and inseparable
from, another individual’s record.

2. Access to and amendment of taxr records.
The provisions of the Privacy Act of 1974
may not be used by an individual to amend
or correct any tax record. The determination
of liability for taxes imposed by the Internal
Revenue Service Code, the collection of such
taxes, and the payment (including credits or
refunds of overpayments) of such taxes are
governed by the provisions of the Internal
Revenue Service Code and by the procedural
rules of the Internal Revenue Service. These
provisions set forth the established proce-
dures governing the determination of liabil-
ity for tax, the collection of such taxes, and
the payment (including credits or refunds of
overpayments) of such taxes. In addition,
these provisions set forth the procedures (in-
cluding procedures for judicial review) for re-
solving disputes between taxpayers and the
Internal Revenue Service involving the
amount of tax owed, or the payment or col-
lection of such tax. These procedures are the
exclusive means available to an individual to
contest the amount of any liability for tax
or the payment or collection thereof. See, for
example, 26 CFR 601.103 for summary of gen-
eral tax procedures. Individuals are advised
that Internal Revenue Service procedures
permit the examination of tax records during
the course of an investigation, audit, or col-
lection activity. Accordingly, individuals
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should contact the Internal Revenue Service
employee conducting an audit or effecting
the collection of tax liabilities to gain access
to such records, rather than seeking access
under the provisions of the Privacy Act.
Where, on the other hand, an individual de-
sires information or records not in connec-
tion with an investigation, audit, or collec-
tion activity, the individual may follow
these procedures.

3. Procedures for access to records—(a) In
general. This paragraph sets forth the proce-
dure whereby an individual can be notified in
response to a request if a system of records
named by the individual which is maintained
by the Internal Revenue Service contains a
record pertaining to such individual. In addi-
tion, this paragraph sets forth the procedure
for the disclosure to an individual upon a re-
quest of a record or information pertaining
to such individual, including the procedures
for verifying the identity of the individual
before the Internal Revenue Service will
make a record available, and the procedure
for requesting an accounting of disclosures
of such records. An individual seeking to de-
termine whether a particular system of
records contains a record or records per-
taining to such individual and seeking access
to such records (or seeking an accounting of
disclosures of such records) shall make a re-
quest for notification and access (or a re-
quest for an accounting of disclosures) in ac-
cordance with the rules provided in para-
graph 3(b) of this section.

(b) Form of request for notification and access
or request for an accounting of disclosures. (i) A
request for notification and access (or re-
quest for an accounting of disclosures) shall
be made in writing and shall be signed by the
person making the request.

(ii) Such request shall be clearly marked,
‘“Request for notification and access,”” or
““Request for accounting of disclosures.”’

(iii) Such a request shall contain a state-
ment that it is being made under the provi-
sions of the Privacy Act of 1974.

(iv) Such request shall contain the name
and address of the individual making the re-
quest. In addition, if a particular system em-
ploys an individual’s social security number
as an essential means of accessing the sys-
tem, the request must include the individ-
ual’s social security number. In the case of a
record maintained in the name of two or
more individuals (e.g., husband and wife), the
request shall contain the names, addresses,
and social security numbers (if necessary) of
both individuals.

(v) Such request shall specify the name and
location of the particular system of records
(as set forth in the Notice of Systems) for
which the individual is seeking notification
and access (or an accounting of disclosures),
and the title and business address of the offi-
cial designated in the access section for the
particular system (as set forth in the Notice
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of Systems). In the case of two or more sys-
tems of records which are under the control
of the same designated official at the same
systems location, a single request may be
made for such systems. In the case of two or
more systems of records which are not in the
control of the same designated official at the
same systems location, a separate request
must be made for each such system.

(vi) If an individual wishes to limit a re-
quest for notification and access to a par-
ticular record or records, the request should
identify the particular record. In the absence
of a statement to the contrary, a request for
notification and access for a particular sys-
tem of records shall be considered to be lim-
ited to records which are currently main-
tained by the designated official at the sys-
tems location specified in the request.

(vii) If such request is seeking notification
and access to material maintained in a sys-
tem of records which is exempt from disclo-
sure and access under 5 U.S.C. 552a (k)(2), the
individual making the request must estab-
lish that such individual has been denied a
right, privilege, or benefit that such indi-
vidual would otherwise be entitled to under
Federal law as a result of the maintenance of
such material.

(viii) Such request shall state whether the
individual wishes to inspect the record in
person, or desires to have a copy made and
furnished without first inspecting it. If the
individual desires to have a copy made, the
request must include an agreement to pay
the fee for duplication ultimately deter-
mined to be due. If the individual does not
wish to inspect a record, but merely wishes
to be notified whether a particular system or
records contains a record pertaining to such
individual, the request should so state.

(c) Time and place for making a request. A re-
quest for notification and access to records
under the Privacy Act (or a request for ac-
counting of disclosures) shall be addressed to
or delivered in person to the office of the of-
ficial designated in the access section for the
particular system of records for which the
individual is seeking notification and access
(or an accounting of disclosures). The title
and office address of such official is set forth
for each system of records in the Notice of
Systems of Records. A request delivered to
an office in person must be delivered during
the regular office hours of that office.

(d) Sample request for notification and ac-
cess to records. The following are sample re-
quests for notification and access to records
which will satisfy the requirements of this
paragraph:

REQUEST FOR NOTIFICATION AND ACCESS TO
RECORDS BY MAIL

I, John Doe, of 100 Main Street, Boston,
MA 02108 (soc. sec. num. 000-00-0000) request
under the Privacy Act of 1974 that the fol-
lowing system of records be examined and
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that I be furnished with a copy of any record
(or a specified record) contained therein per-
taining to me. I agree that I will pay the fees
ultimately determined to be due for duplica-
tion of such record. I have enclosed the nec-
essary information.

System Name:

System Location:

Designated Official:

John Doe

REQUEST FOR NOTIFICATION AND ACCESS TO
RECORDS IN PERSON

I, John Doe, of 100 Main Street, Boston,
MA 02108 (soc. sec. num. 000-00-0000) request
under the provisions of the Privacy Act of
1974, that the following system of records be
examined and that I be granted access in per-
son to inspect any record (or a specified
record) contained therein pertaining to me. I
have enclosed the necessary identification.
System Name:

System Location:
Designated Official:

John Doe

(e) Processing a request for motification and
access to records or a request for an accounting
of disclosures. (i) If a request for notification
and access (or request for an accounting of
disclosures) omits any information which is
essential to processing the request, the re-
quest will not be acted upon and the indi-
vidual making the request will be promptly
advised of the additional information which
must be submitted before the request can be
processed.

(ii) Within 30 days (not including Satur-
days, Sundays, and legal public holidays)
after the receipt of a request for notification
and access (or a request for an accounting of
disclosures), to a particular system of
records by the designated official for such
system, a determination will be made as to
whether the particular system of records is
exempt from the notification and access pro-
visions of the Privacy Act, and if such sys-
tem is not exempt, whether it does or does
not contain a record pertaining to the indi-
vidual making the request. If a determina-
tion cannot be made within 30 days, the indi-
vidual will be notified of the delay, the rea-
sons therefor, and the approximate time re-
quired to make a determination. If it is de-
termined by the designated official that the
particular system of records is exempt from
the notification and access provisions of the
Privacy Act, the individual making the re-
quest will be notified of the provisions of the
Privacy Act under which the exemption is
claimed. On the other hand, if it is deter-
mined by the designated official that the
particular system of records is not exempted
from the notification and access provisions
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of the Privacy Act and that such system con-
tains a record pertaining to the individual
making the request, the individual will be
notified of the time and place where inspec-
tion may be made. If an individual has not
requested that access be granted to inspect
the record in person, but merely requests
that a copy of the record be furnished, or if
it is determined by the designated official
that the granting of access to inspect a
record in person is not feasible in a par-
ticular case, then the designated official will
furnish a copy of the record with the notifi-
cation, or if a copy cannot be furnished at
such time, a statement indicating the ap-
proximate time such copy will be furnished.
If the request is for an accounting of disclo-
sures from a system of records which is not
exempt from the accounting of disclosure
provisions of the Privacy Act, the individual
will be furnished with an accounting of such
disclosures.

(f) Granting of access. Normally, an indi-
vidual will be granted access to inspect a
record in person within 30 days (excluding
Saturdays, Sundays, and legal public holi-
days) after the receipt for a request for noti-
fication and access by the designated offi-
cial. If access cannot be granted within 30
days, the notification will state the reasons
for the delay and the approximate time such
access will be granted. An individual wishing
to inspect a record may be accompanied by
another person of his choosing. Both the in-
dividual seeking access and the individual
accompanying him may be required to sign a
form supplied by the IRS indicating that the
Service is authorized to disclose or discuss
the contents of the record in the presence of
both individuals. See 26 CFR 601.502 for re-
quirements to be met by taxpayer’s rep-
resentatives in order to discuss the contents
of any tax records.

(g) Medical records. When access is re-
quested to medical records (including psy-
chological records), the designated official
may determine that release of such records
will be made only to a physician designated
by the individual to have access to such
records.

(h) Verification of identity. An individual
seeking notification or access to records, or
seeking to amend a record, must satisfy one
of the following identification requirements
before action will be taken by the IRS on
any such request:

(i) An individual seeking notification or
access to records in person, or seeking to
amend a record in person, may establish
identity by the presentation of a single docu-
ment bearing a photograph (such as a pass-
port or identification badge) or by the pres-
entation of two items of identification which
do not bear a photograph but do bear both a
name and signature (such as a driver’s li-
cense or credit card).
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(ii) An individual seeking notification or
access to records by mail, or seeking to
amend a record by mail, may establish iden-
tity by a signature, address, and one other
identifier such as a photocopy of a driver’s
license or other document bearing the indi-
vidual’s signature.

(iii) Notwithstanding subdivisions (i) and
(ii) of this subparagraph, an individual seek-
ing notification or access to records by mail
or in person, or seeking to amend a record by
mail or in person, who so desires, may estab-
lish identity by providing a notarized state-
ment, swearing or affirming to such individ-
ual’s identity and to the fact that the indi-
vidual understands the penalties provided in
5 U.S.C. 552a(i)(3) for requesting or obtaining
access to records under false pretenses.

(iv) Notwithstanding subdivisions (i), (ii),
or (iii) of this subparagraph, a designated of-
ficial may require additional proof of an in-
dividual’s identity before action will be
taken on any request if such official deter-
mines that it is necessary to protect unau-
thorized disclosure of information in a par-
ticular case. In addition, a parent of any
minor or a legal guardian of any individual
will be required to provide adequate proof of
legal relationship before such person may
act on behalf of such minor or such indi-
vidual.

(i) Fees. The fee for costs required of the
IRS in copying records pursuant to this
paragraph is $0.15 per page. However, no fee
will be charged if the aggregate costs re-
quired of the IRS in copying records is less
than $3.00. If an individual who has requested
access to inspect a record in person is denied
such access by the designated official be-
cause it would not be feasible in a particular
case, copies of such record will be furnished
to the individual without payment of the
fees otherwise required under this subpara-
graph. If the IRS estimates that the total
fees for costs incurred in complying with a
request for copies of records will amount to
$50 or more, the individual making the re-
quest may be required to enter into a con-
tract for the payment of the actual fees with
respect to the request before the Service will
furnish the copies requested. Payment of fees
for copies of records should be made by
check or money order payable to the Inter-
nal Revenue Service.

4. Procedures for amendment of records. (a) In
general. This paragraph sets forth the proce-
dures for reviewing a request from an indi-
vidual concerning the amendment of any
record or information pertaining to such in-
dividual, for making a determination on the
request, for making an appeal within the IRS
of an initial adverse determination, and for
judicial review of a final determination.

(b) Amendment of record. Under 5 U.S.C.
552a(d)(2), an individual who has been grant-
ed access to a record pertaining to such indi-
vidual may, after inspecting the record, re-
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quest that the record be amended to make
any correction of any portion thereof which
the individual believes is not accurate, rel-
evant, timely, or complete. An individual
may seek to amend a record in accordance
with the rules provided in paragraph (d)(3) of
this section. See paragraph (b) of this section
for prohibition against amendment of tax
records.

(c) Form of request for amendment of record.
(i) A request for amendment of a record shall
be in writing and shall be signed by the indi-
vidual making the request.

(ii) Such request shall be clearly marked
“‘Request for amendment of record.”

(iii) Such request shall contain a state-
ment that it is being made under the provi-
sions of the Privacy Act of 1974.

(iv) Such request shall contain the name
and address of the individual making the re-
quest. In addition, if a particular system em-
ploys an individual’s social security number
as an essential means of accessing the sys-
tem, the request must include the individ-
ual’s social security number. In the case of a
record maintained in the name of two or
more individuals (e.g., husband and wife), the
request shall contain the names, addresses,
and social security numbers (if necessary) of
both individuals.

(v) Such request shall specify the name and
location of the system of records (as set
forth in the Notice of Systems) in which
such record is maintained, and the title and
business address of the official designated in
the access section for such system (as set
forth in the Notice of Systems).

(vi) Such request shall specify the par-
ticular record in the system which the indi-
vidual is seeking to amend.

(vii) Such request shall clearly state the
specific changes which the individual wishes
to make in the record and a concise expla-
nation of the reasons for the changes. If the
individual wishes to correct or add any infor-
mation, the request shall contain specific
language making the desired correction or
addition.

(d) Time and place for making request. A re-
quest to amend a record under the Privacy
Act shall be addressed to or delivered in per-
son to the office of the official designated in
the access section for the particular system
of records. The title and office address of
such official is set forth for each system of
records in the Notice of Systems of Records.
A request delivered to an office in person
must be delivered during the regular office
hours of that office.

(e) Processing a request for amendment of a
record. (i) Within 10 days (not including Sat-
urdays, Sundays, and legal public holidays)
after the receipt of a request to amend a
record by the designated official, the indi-
vidual will be sent a written acknowledge-
ment that will state that the request has
been received, that action is being taken



Pt. 1, Subpt. C, App. B

thereon, and that the individual will be noti-
fied within 30 days (not including Saturdays,
Sundays, and legal public holidays) after the
receipt of the request whether the requested
amendments will or will not be made. If a re-
quest for amendment of a record omits any
information which is essential to processing
the request, the request will not be acted
upon and the individual making the request
will be promptly advised on the additional
information which must be submitted before
the request can be processed.

(ii) Within 30 days (not including Satur-
days, Sundays, and legal public holidays)
after the receipt of a request to amend a
record by the designated official, a deter-
mination will be made as to whether to
grant the request in whole or part. The indi-
vidual will then be notified in writing of the
determination. If a determination cannot be
made within 30 days, the individual will be
notified in writing within such time of the
reasons for the delay and the approximate
time required to make a determination. If it
is determined by the designated official that
the request will be granted, the requested
changes will be made in the record and the
individual will be notified of the changes. In
addition, to the extent an accounting was
maintained, all prior recipients of such
record will be notified of the changes. Upon
request, an individual will be furnished with
a copy of the record, as amended, subject to
the payment of the appropriate fees. On the
other hand, if it is determined by the des-
ignated official that the request, or any por-
tion thereof, will not be granted, the indi-
vidual will be notified in writing of the ad-
verse determination. The notification of an
adverse determination will set forth the rea-
sons for refusal to amend the record. In addi-
tion, the notification will contain a state-
ment informing the individual of such indi-
vidual’s right to request an independent re-
view of the adverse determination by a re-
viewing officer in the national office of the
IRS and the procedures for requesting such a
review.

(f) Administrative review of adverse deter-
mination. Under 5 U.S.C. 552a (d)(3), an indi-
vidual who disagrees with the refusal of the
agency to amend a record may, within 35
days of being notified of the adverse deter-
mination, request an independent review of
such refusal by a reviewing officer in the na-
tional office of the IRS. The reviewing offi-
cer for the IRS is the Commission of Internal
Revenue, the Deputy Commissioner, or an
Assistant Commissioner. In the case of an
adverse determination relating to a system
of records maintained by the Office of Gen-
eral Counsel for the IRS, the reviewing offi-
cer is the Chief Counsel or his delegate. An
individual seeking a review of an adverse de-
termination shall make a request for review
in accordance with the rules provided in
paragraph (d)(7) of this section.
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(g) Form of request for review. (i) A request
for review of an adverse determination shall
be in writing and shall be signed by the indi-
vidual making the request.

(ii) Such request shall be clearly marked
“Request for review of adverse determina-
tion”.

(iii) Such request shall contain a state-
ment that it is being made under the provi-
sions of the Privacy Act of 1974.

(iv) Such request shall contain the name
and address of the individual making the re-
quest. In addition, if a particular system em-
ploys an individual’s social security number
as an essential means of accessing the sys-
tem, the request must include the individ-
ual’s social security number. In the case of a
record maintained in the name of two or
more individuals (e.g. husband and wife), the
request shall contain the names, addresses,
and social security numbers (if necessary) of
both individuals.

(v) Such request shall specify the par-
ticular record which the individual is seek-
ing to amend, the name and location of the
system of records (as set forth in the Notice
of Systems) in which such record is main-
tained, and the title and business address of
the designated official for such system (as
set forth in the Notice of Systems).

(vi) Such request shall include the date of
the initial request for amendment of the
record, and the date of the letter notifying
the individual of the initial adverse deter-
mination with respect to such request.

(vii) such request shall clearly state the
specific changes which the individual wishes
to make in the record and a concise expla-
nation of the reasons for the changes. If the
individual wishes to correct or add any infor-
mation, the request shall contain specific
language making the desired correction or
addition.

(h) Time and place for making the request. A
request for review of an adverse determina-
tion under the Privacy Act shall be ad-
dressed to or delivered in person to the Di-
rector, Office of Disclosure, Attention:
OP:EX:D Internal Revenue Service, 1111 Con-
stitution Avenue, NW, Washington, DC 20224.
A request for review of an adverse deter-
mination will be promptly referred by the
Director, Office of Disclosure to the appro-
priate reviewing officer for his review and
final determination.

(i) Processing a request for review of adverse
determination. Within 30 days (not including
Saturdays, Sundays, and legal public holi-
days) after the receipt of a request for review
of an adverse determination by the appro-
priate reviewing officer, the reviewing offi-
cer will review the initial adverse determina-
tion, make a final determination whether to
grant the request to amend the record in
whole or in part, and notify the individual in
writing of the final determination. If a final
determination cannot be made within 30
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days, the Commissioner of Internal Revenue
may extend such 30-day period. The indi-
vidual will be notified in writing within the
30 day period of the cause for the delay and
the approximate time required to make a
final determination. If it is determined by
the reviewing officer that the request to
amend the record will be granted, the re-
viewing officer will cause the requested
changes to be made and the individual will
be so notified. Upon request, an individual
will be furnished with a copy of the record as
amended subject to the payment of appro-
priate fees. On the other hand, if it is deter-
mined by the reviewing officer that the re-
quest to amend the record, or any portion
thereof, will not be granted, the individual
will be notified in writing of the final ad-
verse determination. The notification of a
final adverse determination will set forth
the reasons for the refusal of the reviewing
officer to amend the record. The notification
shall include a statement informing the indi-
vidual of the right to submit a concise state-
ment for insertion in the record setting forth
the reasons for the disagreement with the re-
fusal of the reviewing officer to amend the
record. In addition, the notification will con-
tain a statement informing the individual of
the right to seek judicial review by a United
States district court of a final adverse deter-
mination.

(j) Statement of disagreement. Under 5 U.S.C.
5b2a (d)(3), an individual who disagrees with
a final adverse determination not to amend a
record subject to amendment under the Pri-
vacy Act may submit a concise statement
for insertion in the record setting forth the
reasons for disagreement with the refusal of
the reviewing officer to amend the record. A
statement of disagreement should be ad-
dressed to or delivered in person to the Di-
rector, Office of Disclosure, Attention:
OP:EX:D, Internal Revenue Service, 1111
Constitution Avenue, NW, Washington, DC
20224. The Director, Office of Disclosure will
foward the statement of disagreement to the
appropriate designated official who will
cause the statement to be inserted in the in-
dividual’s record. Any such statement will be
available to anyone to whom the record is
subsequently disclosed and the prior recipi-
ents of the record will be provided with a
copy of the statement of disagreement, to
the extent an accounting of disclosures was
maintained.

(k) Judicial review. If, after a review and
final determination on a request to amend a
record by the appropriate reviewing officer,
the individual is notified that the request
will not be granted, or if, after the expira-
tion of 30 days (not including Sundays, Sat-
urdays, and legal public holidays) from the
receipt of such request by the Director, Dis-
closure Operations Division, action is not
taken thereon in accordance with the re-
quirements of paragraph (d)(9) of this sec-
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tion, an individual may commence an action
within the time prescribed by law in a U.S.
District Court pursuant to 5 U.S.C. 5bb2a
(2)(1). The statute authorizes an action only
against the agency. With respect to records
maintained by the IRS, the agency is the In-
ternal Revenue Service, not an officer or em-
ployee thereof. Service of process in such an
action shall be in accordance with the Fed-
eral Rules of Civil Procedure (28 U.S.C. App.)
applicable to actions against an agency of
the United States. Where provided in such
Rules, delivery of process upon the IRS must
be directed to the Commissioner of Internal
Revenue, Attention: CC:GLS, 1111 Constitu-
tion Avenue, NW, Washington, DC 20224. The
district court will determine the matter de
novo.

5. Records transferred to Federal Records Cen-
ters. Records transferred to the Adminis-
trator of General Services for storage in a
Federal Records Center are not used by the
Internal Revenue Service in making any de-
termination about any individual while
stored at such location and therefore are not
subject to the provisions of 5 U.S.C. 552a
(e)(5) during such time.

APPENDIX C TO SUBPART C OF PART 1—
UNITED STATES CUSTOMS SERVICE

1. In general. This appendix applies to the
United States Customs Service. It sets forth
specific notification and access procedures
with respect to particular systems of
records, identifies the officer designated to
make the initial determinations with respect
to notification and access to records and ac-
countings of disclosures of records. This ap-
pendix also sets forth the specific procedures
for requesting amendment of records and
identifies the officers designated to make
the initial and appellate determinations
with respect to requests for amendment of
records. It identifies the officers designated
to grant extensions of time on appeal, the of-
ficers with whom ‘‘Statements of Disagree-
ment may be filed, the officer designated to
receive service of process and the addresses
for delivery of requests, appeals, and service
of process. In addition, it references the no-
tice of systems of records and notices of the
routine uses of the information in the sys-
tem required by 5 U.S.C. 552a(e) (4) and (11)
and published annually by the Office of the
Federal Register in ‘“‘Privacy Act Issuances’.

2. Requests for mnotification and access to
records and accounting of disclosures. (a) For
records which are maintained at the United
States Customs Service Headquarters, initial
requests for notification and access to
records and accountings of disclosures under
31 CFR 1.26, should be mailed or personally
delivered to the Director, Office of Regula-
tions & Rulings, U.S. Customs Service, 1301
Constitution Avenue NW., Washington, DC
20229. The official who has authority over the
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maintenance of the file will have the author-
ity to grant or deny the request.

(b) For records maintained at Regional Of-
fices, initial requests for notification and ac-
cess to records and accountings of disclo-
sures under 31 CFR 1.26, should be mailed or
personally delivered to the Regional Com-
missioner of Customs in whose region the
records are located. This official shall have
the authority to grant the request or deny
the request. The appropriate location of the
regional offices is specified in Customs Ap-
pendix A in “Privacy Act Issuances’ pub-
lished annually by the Office of the Federal
Register.

(c) Each request shall comply with the
identification and other requirements set
forth in 31 CFR 1.26, and in the appropriate
system notice in the ‘“Privacy Act
Issuances’ published annually by the Office
of the Federal Register. Each request should
be conspicuously labeled on the face of the
envelope ‘‘Privacy Act Request’.

3. Request for amendment of records. (a) For
records which are maintained at Customs
Service Headquarters, initial requests for
amendment of records under 31 CFR 1.27 (a)
through (d) should be mailed or personally
delivered to the Director, Office of Regula-
tions & Rulings, U.S. Customs Service, 1301
Constitution Avenue NW., Washington, DC
20229. The official who has authority over the
maintenance of the file will have the author-
ity to grant or deny the request.

(b) For records not maintained at Customs
Service Headquarters, initial requests for
amendment of records under 31 CFR 1.27 (a)
through (d) should be mailed or personally
delivered to the Regional Commissioner of
Customs in whose region the records are lo-
cated. This official shall have the authority
to grant or deny the request. A request di-
rected to a Regional Commissioner should be
mailed to or personally delivered at the ap-
propriate location specified in Customs Ap-
pendix A in ‘“Privacy Act Issuances’ pub-
lished annually by the Office of the Federal
Register.

(c) Each request shall comply with the
identification and other requirements set
forth in 31 CFR 1.27, and in the appropriate
system notice in ‘“‘Privacy Act Issuance pub-
lished by the Office of the Federal Register.
Each request should be conspicuously la-
beled on the face of the envelope ‘‘Privacy
Act Amendment Request’.

4. Administrative appeal of initial determina-
tion refusing to amend records. Appellate de-
terminations (including extensions of time
on appeal under 31 CFR 1.27 (e) with respect
to all Customs Service records will be made
by the Director, Office of Regulations & Rul-
ings or the delegate of such official. All such
appeals should be mailed or personally deliv-
ered to the United States Customs Service,
Office of Regulations & Rulings, 1301 Con-
stitution Avenue NW., Washington, DC 20229.
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Each appeal should be conspicuously labeled
on the face of the envelope ‘‘Privacy Act
Amendment Appeal”.

5. Statements of disagreement. ‘‘Statements
of Disagreement’ pursuant to 31 CFR 1.27
(e)(4)(i) shall be filed with the official signing
the notification of refusal to amend at the
address indicated in the letter of notification
within 35 days of the date of such notifica-
tion and should be limited to one page.

6. Service of process. Service of process will
be received by the Chief Counsel, United
States Customs Service, 1301 Constitution
Avenue NW., Washington, DC 20229.

7. Annual notice of systems of records. The
annual notice of the United States Customs
Service systems of records required to be
published by the Office of the Federal Reg-
ister, as specified in 5 U.S.C. 5562a(f), is in-
cluded in the publication entitled ‘‘Privacy
Act Issuances’.

8. Verification of identity. Each request shall
comply with the identification and other re-
quirements set forth in 31 CFR 1.26 and in
the appropriate system notice published by
the Office of the Federal Register. Each re-
quest should be conspicuously labeled on the
face of the envelope ‘‘Privacy Act Request’.

APPENDIX D TO SUBPART C OF PART 1—
UNITED STATES SECRET SERVICE

1. In general. This appendix applies to the
United States Secret Service. It sets forth
specific notification and access procedures
with respect to particular systems of records
including identification requirements, and
time and places where records may be re-
viewed; identifies the officers designated to
make the initial determinations with respect
to notification and access to records and ac-
countings of disclosures of records. This ap-
pendix also sets forth the specific procedures
for requesting amendment of records and
identifies the officers designated to make
the initial and appellate determinations
with respect to requests for amendment of
records. It identifies the officers designated
to grant extensions of time on appeal, the of-
ficers with whom ‘‘Statements of Disagree-
ment may be filed, the officer designated to
receive service of process and the addresses
for delivery of requests, appeals, and service
of process. In addition, it references the no-
tice of systems of records and notices of the
routine uses of the information in the sys-
tem required by 5 U.S.C. 552a(e) (4) and (11)
and published annually by the Office of the
Federal Register in ‘“‘Privacy Act Issuances’.

2. Requests for mnotification and access to
records and accountings of disclosures. Initial
determinations under 31 CFR 1.26, whether to
grant requests for notification and access to
records and accountings of disclosures for
the United States Secret Service, will be
made by the Freedom of Information and
Privacy Act Officer, United States Secret
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Service. Requests for notification should be
made by mail or delivered personally be-
tween the hours of 9:00 a.m. and 5:30 of any
day excluding Saturdays, Sundays, and legal
holidays to: Privacy Act Request, Freedom
of Information and Privacy Act Officer,
United States Secret Service, Suite 3000, 950
H Street, NW., Washington, DC 20373-5802.

a. Identification requirements. In addition to
the requirements specified in 31 CFR 1.26,
each request for notification, access or
amendment of records made by mail shall
contain the requesting individual’s date and
place of birth and a duly notarized statement
signed by the requester asserting his or her
identity and stipulating that the requesting
individual understands that knowingly or
willfully seeking or obtaining access to
records about another person under false pre-
tences is punishable by a fine of up to $5,000.

b. Individuals making requests in person. In-
dividuals making requests in person will be
required to exhibit acceptable identifying
documents such as employee identification
numbers, drivers licenses, medical cards or
other documents sufficient to verify the
identity of the requester.

c. Physical inspection of records. Upon deter-
mining that a request for the physical in-
spection of records is to be granted, the re-
quester shall be notified in writing of the de-
termination, and when and where the re-
quested records may be inspected. The in-
spection of records will be conducted at the
Secret Service field office or other facility
located nearest to the residence of the indi-
vidual making the request. Such inspection
shall be conducted during the regular busi-
ness hours of the Secret Service Field Office
or other facility where the disclosure is
made. A person of his or her own choosing
may accompany the individual making the
request provided the individual furnishes a
written statement authorizing the disclosure
of that individual’s record in the accom-
panying person’s presence. Any disclosure of
a record will be made in the presence of a
representative of the United States Secret
Service.

3. Requests for amendment of records. Initial
determination under 31 CFR part 1, whether
to grant requests to amend records will be
made by the Freedom of Information and
Privacy Act Officer. Requests should be
mailed or delivered personally between the
hours of 9:00 a.m. and 5:30 p.m. to: Privacy
Act Amendment Request, Freedom of Infor-
mation and Privacy Acts Officer, United
States Secret Service, Suite 3000, 950 H
Street, NW., Washington, DC 20373-5802.

4. Administrative appeal of initial determina-
tions refusing amendment of records. Appellate
determinations, including extensions of time
on appeal, with respect to records of the
United States Secret Service will be made by
the Deputy Director, United States Secret
Service. Appeals may be mailed or delivered
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personally to: Privacy Act Amendment Ap-
peal, Deputy Director, United States Secret
Service, 950 H Street, NW., Suite 8300, Wash-
ington, DC 20373-5802.

5. Statements of disagreement. ‘‘Statements
of Disagreements’ under 31 CFR 1.27 (e)(4)(i)
shall be filed with the official signing of the
notification of refusal to amend at the ad-
dress indicated in the letter of notification
within 35 days of the date of such notifica-
tion and should be limited to one page.

6. Service of process. Service of process will
be received by the United States Secret
Service General Counsel and shall be deliv-
ered to the following location: General Coun-
sel, United States Secret Service, Suite 8300,
950 H Street, NW., Washington, DC 20373-5802.

7. Annual notice of systems of records. The
annual notice of systems of records is pub-
lished by the Office of the Federal Register,
as specified in 5 U.S.C. 552a(f). The publica-
tion is entitled ‘‘Privacy Act Issuances”.
Any specific requirements for access, includ-
ing identification requirements, in addition
to the requirements set forth in 31 CFR 1.26
and 1.27 are indicated in the notice for the
pertinent system.

[62 FR 26305, July 14, 1987, as amended at 66
FR 9959, Feb. 13, 2001]

APPENDIX E TO SUBPART C OF PART 1—
ALCOHOL AND TOBACCO TAX AND
TRADE BUREAU

1. In general. This appendix applies to the
Alcohol and Tobacco Tax and Trade Bureau.
It sets forth specific notification and access
procedures with respect to particular sys-
tems of records, identifies the officers des-
ignated to make the initial determinations
with respect to notification and access to
records and accountings of disclosures of
records. This appendix also sets forth the
specific procedures for requesting amend-
ment of records and identifies the officers
designated to make the initial and appellate
determinations with respect to requests for
amendment of records. It identifies the offi-
cers designated to grant extensions of time
on appeal, the officers with whom ‘‘State-
ments of Disagreement’ may be filed, the of-
ficer designated to receive service of process
and the addresses for delivery of requests,
appeals, and service of process. In addition,
it references the notice of systems of records
and notices of the routine uses of the infor-
mation in the system required by 5 U.S.C.
552a(3), (4) and (11) and published annually by
the Office of the Federal Register in ‘“‘Pri-
vacy Act Issuances’.

2. Requests for notification and access to
records and accountings of disclosures. Initial
determination under 31 CFR 1.26, whether to
grant requests for notification and access to
records and accountings of disclosures for
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the Alcohol and Tobacco Tax and Trade Bu-
reau, will be made by the Director, Regula-
tions and Rulings Division, or the delegate of
such officer. Requests may be mailed or de-
livered in person to:

Privacy Act Request, Director, Regula-
tions and Rulings Division, Alcohol and To-
bacco Tax and Trade Bureau, 1310 G Street,
NW., Box 12, Washington, DC 20005. Requests
may also be faxed to 202-453-2331.

3. Requests for amendment of record. Initial
determinations under 31 CFR 1.27 (a) through
(d) with respect to requests to amend records
maintained by the Alcohol and Tobacco Tax
and Trade Bureau will be made by the Direc-
tor, Regulations and Rulings Division. Re-
quests for amendment of records may be
mailed or delivered in person to:

Privacy Act Request, Director, Regula-
tions and Rulings Division, Alcohol and To-
bacco Tax and Trade Bureau, 1310 G Street
NW., Box 12, Washington, DC 20005. Requests
may also be faxed to 202-453-2331. The Bureau
will process a faxed request when the request
meets the identity verification requirements
outlined in paragraph 4(a) of this Appendix.

4. Verification of identity. (a) In addition to
the requirements specified in 31 CFR 1.26(d)
of this appendix, each request for notifica-
tion, access or amendment of records made
by mail or fax shall contain the requesting
individual’s date and place of birth and a
statement signed by the requester asserting
his or her identity and stipulating that the
requester understands that knowingly or
willfully seeking or obtaining access to
records about another person under false pre-
tenses is a misdemeanor and punishable by a
fine of up to $5,000 provided, that the Alcohol
and Tobacco Tax and Trade Bureau may re-
quire a signed notarized statement verifying
the identity of the requester.

(b) Individuals making requests in person
will be required to exhibit at least two ac-
ceptable identifying documents such as em-
ployee identification cards, driver’s license,
medical cards, or other documents sufficient
to verify the identity of the requester.

(c) The parent or guardian of a minor or a
person judicially determined to be incom-
petent, shall in addition to establishing the
identity of the minor or other person he rep-
resents as required in (a) and (b), establish
his own parentage or guardianship by fur-
nishing a copy of a birth certificate showing
parentage (or other satisfactory documenta-
tion) or a court order establishing the guard-
ianship.

5. Request for physical inspection of records.
Upon determining that a request for the
physical inspection of records is to be grant-
ed, the requester shall be notified in writing
of the determination, and when and where
the records may be inspected. The inspection
of records will be made at the Alcohol and
Tobacco Tax and Trade Bureau Field Office
or other facility located nearest to the resi-
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dence of the individual making the request.
Such inspection shall be conducted during
the regular business hours of the field office
or other facility where the disclosure is
made. A person of the requester’s own choos-
ing may accompany the requester provided
the requester furnishes a written statement
authorizing the disclosure of the requester’s
record in the accompanying person’s pres-
ence. The record inspection will be made in
the presence of a representative of the Bu-
reau. Following the inspection of the record,
the individual will acknowledge in writing
the fact that he or she had an opportunity to
inspect the requested record.

6. Requests for copies of records without prior
physical inspection. Upon determining that an
individual’s request for copies of his or her
records without prior physical inspection is
to be granted, the requester shall be notified
in writing of the determination, and the lo-
cation and time for his or her receipt of the
requested copies. The copies will be made
available at the Alcohol and Tobacco Tax
and Trade Bureau field office or other facil-
ity located nearest to the residence of the in-
dividual making the request, unless the indi-
vidual requests that the documents be sent
by mail. Copies shall be received by the re-
quester during the regular business hours of
the field office or other facility where the
disclosure is made. Transfer of the copies to
the individual shall be conditioned upon pay-
ment of copying costs and his presentation
of at least two acceptable identifying docu-
ments such as employee identification cards,
driver’s license, medical cards, or other doc-
uments sufficient to verify the identity of
the requester. Following the receipt of the
copies in person, the individual will ac-
knowledge receipt in writing.

7. Administrative appeal of initial determina-
tion refusing to amend record. Appellate deter-
minations under 31 CFR 1.27(e) with respect
to records of the Alcohol and Tobacco Tax
and Trade Bureau, including extensions of
time on appeal, will be made by the Adminis-
trator or the delegate of such officer. Ap-
peals should be addressed to, or delivered in
person to:

Privacy Act Amendment Appeal, Adminis-
trator, Alcohol and Tobacco Tax and Trade
Bureau, 1310 G Street, NW., Box 12, Wash-
ington, DC 20005.

8. Statements of disagreement. ‘‘Statements
of Disagreement’ as described in 31 CFR
1.27(e)(4) shall be filed with the official sign-
ing the notification within 35 days of the
date of such notification and should be lim-
ited to one page.

9. Service of process. Service of process will
be received by the Administrator of the Al-
cohol and Tobacco Tax and Trade Bureau or
the delegate of such official and shall be de-
livered to the following location:

Administrator, Alcohol and Tobacco Tax
and Trade Bureau, 1310 G Street, NW., Box



Office of the Secretary of the Treasury

12, Washington, DC 20005, Attention: Chief
Counsel.

10. Annual notice of systems of records. The
annual notice of systems of records is pub-
lished by the Office of the Federal Register,
as specified in 5 U.S.C. 552a(f). The publica-
tion is entitled ‘‘Privacy Act Issuances’.
Any specific requirements for access, includ-
ing identification requirements, in addition
to the requirements set forth in 31 CFR 1.26
and 1.27 are indicated in the notice for each
pertinent system.

[76 FR 62298, Oct. 7, 2011]

APPENDIX F TO SUBPART C OF PART 1—
BUREAU OF ENGRAVING AND PRINTING

1. In general. This appendix applies to the
Bureau of Engraving and Printing. It sets
forth specific notification and access proce-
dures with respect to particular systems of
records including identification require-
ments, identifies the officers designated to
make the initial determinations with respect
to notification and access to records and ac-
countings of disclosures of records. This ap-
pendix also sets forth the specific procedures
for requesting amendment of records and
identifies the officers designated to make
the initial and appellate determinations
with respect to requests for amendment of
records. It identifies the officers designated
to grant extensions of time on appeal, the of-
ficers with whom ‘‘Statements of Disagree-
ment may be filed, the officer designated to
receive service of process and the addresses
for delivery of requests, appeals, and service
of process. In addition, it references the no-
tice of systems of records and notices of the
routine uses of the information in the sys-
tem required by 5 U.S.C. 552a (e) (4) and (11)
and published annually by the Office of the
Federal Register in ‘‘Privacy Act Issuances.”

2. Requests for mnotification and access to
records and accountings of disclosures. Initial
determinations under 31 CFR 1.26, whether to
grant requests for notification and access to
records and accountings of disclosures for
the Bureau of Engraving and Printing, will
be made by the head of the organizational
unit having immediate custody of the
records requested, or the delegate of such of-
ficial. Requests for access to records con-
tained within a particular system of records
should be submitted to the address indicated
for that system in the access section of the
notices published by the Office of the Fed-
eral Register in ‘“‘Privacy Act Issuances.”
Requests for information and specific guid-
ance should be addressed to: Privacy Act Re-
quest, Disclosure Officer (Executive Assist-
ant to the Director), Room 104-18M, Bureau
of Engraving and Printing, Washington, DC
20228.

3. Requests for amendment of records. Initial
determination under 31 CFR 1.27 (a) through
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(d), whether to grant request to amend
records will be made by the head of the orga-
nizational unit having immediate custody of
the records or the delegate of such official.
Requests for amendment should be addressed
as indicated in the appropriate system notice
in “Privacy Act Issuances’ published by the
Office of the Federal Register. Requests for
information and specific guidance on where
to send requests for amendment should be
addressed to: Privacy Act Amendment Re-
quest, Disclosure Officer (Executive Assist-
ant to the Director), Bureau of Engraving
and Printing, Room 104-18M, Washington, DC
20228.

4. Administrative appeal of initial determina-
tions refusing amendment of records. Appellate
determinations refusing amendment of
records under 31 CFR 1.27(e) including exten-
sions of time on appeal, with respect to
records of the Bureau of Engraving and
Printing will be made by the Director of the
Bureau or the delegate of such officer. Ap-
peals made by mail should be addressed to,
or delivered personally to: Privacy Act
Amendment Appeal, Disclosure Officer (Ex-
ecutive Assistant to the Director), Room 104-
18M, Bureau of Engraving and Printing,
Washington, DC 20228.

5. Statements of disagreement. ‘‘Statements
of Disagreement’ under 31 CFR 1.27(e)(4)(8)
shall be filed with the official signing the no-
tification of refusal to amend at the address
indicated in the letter of notification within
35 days of the date of such notification and
should be limited to one page.

6. Service of process. Service of process will
be received by the Chief Counsel of the Bu-
reau of Engraving and Printing and shall be
delivered to the following location: Chief
Counsel, Bureau of Engraving and Printing,
Room 109-M, 14th and C Streets, SW., Wash-
ington, DC 20228.

7. Verification of identity. An individual
seeking notification or access to records, or
seeking to amend a record, or seeking an ac-
counting of disclosures, must satisfy one of
the following identification requirements be-
fore action will be taken by the Bureau of
Engraving and Printing on any such request:

(i) An individual appearing in person may
establish identity by the presentation of a
single document bearing a photograph (such
as a passport or identification badge) or by
the presentation of two items of identifica-
tion which do not bear a photograph, but do
bear both a name and signature (such as a
credit card).

(ii) An individual may establish identity
through the mail by a signature, address,
and one other identifier such as a photocopy
of a driver’s license or other document bear-
ing the individual’s signature.

(iii) Notwithstanding subdivisions (i) and
(ii) of this subparagraph, an individual who
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so desires, may establish identity by pro-
viding a notarized statement, swearing or af-
firming to such individual’s identity and to
the fact that the individual understands the
penalties provided in 5 U.S.C. 552a(1)(3) for
requesting or obtaining access to records
under false pretenses.

Notwithstanding subdivision (i), (ii), or
(iii) of this subparagraph, the Executive As-
sistant or other designated official may re-
quire additional proof of an individual’s
identity before action will be taken on any
request if such official determines that it is
necessary to protect against unauthorized
disclosure of information in a particular
case. In addition, a parent of any minor or a
legal guardian of any individual will be re-
quired to provide adequate proof of legal re-
lationship before such person may act on be-
half of such minor or such individual.

8. Annual notice of systems of records. The
annual notice of systems of records is pub-
lished by the Office of the Federal Register,
as specified in 5 U.S.C. 522a(f). The publica-
tion is entitled ‘“‘Privacy Act Issuances’.
Any specific requirements for access, includ-
ing identification requirements, in addition
to the requirements set forth in 31 CFR 1.26
and 1.27 are indicated in the notice for the
pertinent system.

APPENDIX G TO SUBPART C OF PART 1—
FINANCIAL MANAGEMENT SERVICE

1. In general. This appendix applies to the
Financial Management Service. It sets forth
specific notification and access procedures
with respect to particular systems of
records, identifies the officers designated to
make the initial determinations with respect
to notification and access to records and ac-
countings of disclosures of records. This ap-
pendix also sets forth the specific procedures
for requesting amendment of records and
identifies the officers designated to make
the initial and appellate determinations
with respect to requests for amendment of
records. It identifies the officers designated
to grant extensions of time on appeal, the of-
ficers with whom ‘‘Statements of Disagree-
ment’’ may be filed, the officer designated to
receive service of process and the addresses
for delivery of requests, appeals, and service
of process. In addition, it references the no-
tice of systems of records and notices of the
routine uses of the information in the sys-
tem required by 5 U.S.C. 552a(e) (4) and (11)
and published annually by the Office of the
Federal Register in ‘“‘Privacy Act Issuances’.

2. Requests for mnotification and access to
records and accountings of disclosures. Initial
determinations under 31 CFR 1.26, whether to
grant requests for notification and access to
records and accountings of disclosures for
the Financial Management Service, will be
made by the head of the organizational unit
having immediate custody of the records re-
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quested or an official designated by this offi-
cial. This is indicated in the appropriate sys-
tem notice in ‘“‘Privacy Act Issuances’ pub-
lished annually by the Office of the Federal
Register. Requests for information and spe-
cific guidance on where to send requests for
records may be mailed or delivered person-
ally to: Privacy Act Request, Disclosure Offi-
cer, Financial Management Service, Room
108, Treasury Department Annex No. 1, Penn-
sylvania Avenue and Madison Place, NW.,
Washington, DC 20226.

3. Requests for amendment of records. Initial
determination under 31 CFR 1.27(a) through
(d), whether to grant requests to amend
records will be made by the head of the
organzational unit having immediate cus-
tody of the records or the delegate of such
official. Requests for amendment should be
addressed as indicated in the appropriate
system notice in ‘“‘Privacy Act Issuances”
published by the Office of the Federal Reg-
ister. Requests for information and specific
guidance on where to send requests for
amendment should be addressed to: Privacy
Act Amendment Request, Disclosure Officer,
Financial Management Service, Department
of the Treasury, Treasury Annex No. 1,
Washington, DC 20226.

4. Administrative appeal of initial determina-
tions refusing amendment of records. Appellate
determinations refusing amendment of
records under 31 CFR 1.27(e) incuding exten-
sions of time on appeal, with respect to
records of the Financial Management Serv-
ice will be made by the Commissioner or the
delegate of such official. Appeals made by
mail should be addressed to, or delivered per-
sonally to: Privacy Act Amendment Appeal
Commissioner, Financial Management Serv-
ice (Privacy), Department of the Treasury,
Room 618, Treasury Annex No. 1, Pennsyl-
vania Avenue and Madison Place, NW.,
Washington, DC 20226.

5. Statements of disagreement. ‘‘Statements
of Disagreement’ under 31 CFR 1.27(e)(4)(i)
shall be filed with the official signing the no-
tification of refusal to amend at the address
indicated in the letter of notification within
35 days of the date of such notification and
should be limited to one page.

6. Service of process. Service of process will
be received by the Commissioner, Financial
Management Service or the delegate of such
official and shall be delivered to the fol-
lowing location: Commissioner, Financial
Management Service (Privacy), Department
of the Treasury, Room 618, Treasury Annex
No. 1, Pennsylvania Avenue and Madison
Place, NW, Washington, DC 20226.

7. Annual notice of systems of records. The
annual notice of systems of records is pub-
lished by the Office of the Federal Register,
as specified in 5 U.S.C. 552a(f). The publica-
tion is entitled ‘“Privacy Act Issuances’.
Any specific requirements for access, includ-
ing identification requirements, in addition
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to the requirements set forth in 31 CFR 1.26
and 1.27 are indicated in the notice for the
pertinent system.

APPENDIX H TO SUBPART C OF PART 1—
UNITED STATES MINT

1. In general. This appendix applies to the
United States Mint. It sets forth specific no-
tification and access procedures with respect
to particluar systems of records, identifies
the officers designated to make the initial
determinations with respect to notification
and access to records and accountings of dis-
closures of records. This appendix also sets
forth the specific procedures for requesting
amendment of records and identifies the offi-
cers designated to make the initial and ap-
pellate determinations with respect to re-
quests for amendment of records. It identi-
fies the officers designated to grant exten-
sions of time on appeal, the officers with
whom ‘‘Statements of Disagreement’” may
be filed, the officer designated to receive
service of process and the addresses for deliv-
ery of requests, appeals, and service of proc-
ess. In addition, it references the notice of
systems of records and notices of the routine
uses of the information in the system re-
quired by 5 U.S.C. 552a(e) (4) and (11) and
published annually by the Office of the Fed-
eral Register in ‘‘Privacy Act Issuances’.

2. Requests for notification and access to
records and accountings of disclosures. Initial
determinations under 31 CFR 1.26, whether to
grant requests for notification and access to
records and accountings of disclosures for
the United States Mint will be made by the
head of the organizational unit having im-
mediate custody of the records requested or
an official designated by this official. This is
indicated in the appropriate system notice in
“Privacy Act Issuances’” published annually
by the Office of the Federal Register. Re-
quests should be directed to the Super-
intendent or Officer in charge of the facility
in which the records are located or to the
Chief, Administrative Programs Division.
Requests for information and specific guid-
ance on where to send requests for records
may be mailed or delivered personally to:
Privacy Act Request, Chief, Administrative
Programs Division, United States Mint, Ju-
diciary Square Building, 633 3rd Street, N.W,
Washington, DC 20220.

3. Requests for amendment of records. Initial
determination under 31 CFR 1.27 (a) through
(d), whether to grant requests to amend
records will be made by the head of the Mint
installation having immediate custody of
the records or the delegated official. Re-
quests should be mailed or delivered person-
ally to: Privacy Act Amendment Request,
Freedom of Information and Privacy Acts
Officer, TUnited States Mint, Judiciary
Square Building, 633 3rd Street, Washington,
DC 20220.
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4. Administrative appeal of initial determina-
tions refusing amendment of records. Appellate
determinations refusing amendment of
records under 31 CFR 1.27 including exten-
sions of time on appeal, with respect to
records of the United States Mint will be
made by the Director of the Mint or the dele-
gate of the Director. Appeals made by mail
should be addressed to, or delivered person-
ally to: Privacy Act Amendment Appeal,
United States Mint, Judiciary Square Build-
ing, 633 3rd Street, NW, Washington, DC
20220.

5. Statements of disagreement. ‘‘Statements
of Disagreement’” under 31 CFR 1.27 (e)(4)(i)
shall be filed with the official signing the no-
tification of refusal to amend at the address
indicated in the letter of notification within
35 days of the date of such notification and
should be limited to one page.

6. Service of process. Service of process will
be received by the Director of the Mint and
shall be delivered to the following location:
Director of the Mint, Judiciary Square
Building, 633 3rd street, NW., Washington,
DC 20220.

7. Annual notice of systems of records. The
annual notice of systems of records is pub-
lished by the Office of the Federal Register,
as specified in 5 U.S.C. 552a(f). The publica-
tion is entitled ‘“Privacy Act Issuances’.
Any specific requirements for access, includ-
ing identification requirements, in addition
to the requirements set forth in 31 CFR 1.26
and 1.27 are indicated in the notice for the
pertinent system.

APPENDIX I TO SUBPART C OF PART 1—
BUREAU OF THE PUBLIC DEBT

1. In general. This appendix applies to the
Bureau of the Public Debt. It sets forth spe-
cific notification and access procedures with
respect to particular systems of records,
identifies the officers designated to make
the initial determinations with respect to
notification and access to records and ac-
countings of disclosures of records. This ap-
pendix also sets forth the specific procedures
for requesting amendment of records and
identifies the officers designated to make
the initial and appellate determinations
with respect to requests for amendment of
records. It identifies the officer designated
to grant extension of time on appeal, the of-
ficers with whom ‘‘Statements of Disagree-
ment’’ may be filed, the officer designated to
receive service of process and the addresses
for delivery of requests, appeals, and service
of process. In addition, it references the no-
tice of systems of records and notices of the
routine uses of the information in the sys-
tem required by 5 U.S.C. 552a(e) (4) and (11)
and published annually by the Office of the
Federal Register in ‘“‘Privacy Act Issuances’.

2. Requests for mnotification and access to
records and accountings of disclosures. Initial
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determinations under 31 CFR 1.26, whether to
grant requests for notification and access to
records and accountings of disclosures for
the Bureau of Public Debt, will be made by
the head of the organizational unit having
immediate custody of the records requested
or an official designated by this official. This
is indicated in the appropriate system notice
in “Privacy Act Issuances’ published annu-
ally by the Office of the Federal Register.
Requests for information and specific guid-
ance on where to send requests for records
may be mailed or delivered personally to:
Privacy Act Request, Disclosure Officer, Ad-
ministrative Resource Center, Bureau of the
Public Debt, Department of the Treasury, 200
Third Street, Room 211, Parkersburg, WV
26101-5312.

3. Requests for amendment of records. Initial
determination under 31 CFR 1.27 (a) through
(d), whether to grant requests to amend
records will be made by the head of the orga-
nizational unit having immediate custody of
the records or the delegate of such official.
Requests for amendment should be addressed
as indicated in the appropriate system notice
in “Privacy Act Issuances’ published by the
Office of the Federal Register. Requests for
information and specific guidance on where
to send requests for amendment should be
addressed to: Privacy Act Amendment Re-
quest, Disclosure Officer, Administrative Re-
source Center, Bureau of the Public Debt,
Department of the Treasury, 200 Third
Street, Room 211, Parkersburg, WV 26101-
5312.

4. Administrative appeal of initial determina-
tions refusing amendment of records. Appellate
determinations refusing amendment of
records under 31 CFR 1.27(e) including exten-
sions of time on appeal, with respect to
records of the Bureau of the Public Debt will
be made by the Executive Director, Adminis-
trative Resource Center, Bureau of the Pub-
lic Debt or the delegate of such officer. Ap-
peals made by mail should be addressed to,
or delivered personally to: Privacy Act
Amendment Appeal, Chief Counsel, Bureau
of the Public Debt, Department of the Treas-
ury, Executive Director, Administrative Re-
source Center, Bureau of the Public Debt.

5. Statements of disagreement. ‘‘Statements
of Disagreement’” under 31 CFR 1.27 (e)(4)(i)
shall be filed with the official signing the no-
tification of refusal to amend at the address
indicated in the letter of notification within
35 days of the date of such notification and
should be limited to one page.

6. Service of process. Service of process will
be received by the Chief Counsel of the Bu-
reau of the Public Debt and shall be deliv-
ered to the following location: Chief Counsel,
Bureau of the Public Debt, Department of
the Treasury, 200 Third Street, Room G-15,
Parkersburg, WV 26106-1328.

7. Annual notice of systems of records. The
annual notice of systems of records is pub-
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lished by the Office of the Federal Register,
as specified in 5 U.S.C. 552a(f). The publica-
tion is entitled ‘“‘Privacy Act Issuances’.
Any specific requirements for access, includ-
ing identification requirements, in addition
to the requirements set forth in 31 CFR 1.26
and 1.27 are indicated in the notice for the
pertinent system.

APPENDIX J TO SUBPART C OF PART 1—
OFFICE OF THE COMPTROLLER OF THE
CURRENCY

1. In general. This appendix applies to the
Office of the Comptroller of the Currency. It
sets forth specific notification and access
procedures with respect to particular sys-
tems of records, identifies the officers des-
ignated to make the initial determinations
with respect to notification and access to
records and accountings of disclosures of
records. This appendix also sets forth the
specific procedures for requesting amend-
ment of records and identifies the officers
designated to make the intial and appellate
determinations with respect to requests for
amendment of records. It identifies the offi-
cers designated to grant extensions of time
on appeal, the officers with whom ‘‘State-
ments of Disagreement’” may be filed, the of-
ficer designated to receive service of process
and the addresses for delivery of requests,
appeals, and service of process. In addition,
it references the notice of systems of records
and notices of the routine uses of the infor-
mation in the system required by 5 U.S.C.
5b2a(e) (4) and (11) and published annually by
the Office of the Federal Register in ‘“‘Pri-
vacy Act Issuances”.

2. Requests for mnotification and access to
records and accountings of disclosures. Initial
determinations under 31 CFR 1.26 whether to
grant requests for notification and access to
records and accountings of disclosures for
the Office of the Comptroller of the Currency
will be made by the head of the organiza-
tional unit having immediate custody of the
records requested or the delegate of that offi-
cial. This is indicated in the appropriate sys-
tem notice in ‘“‘Privacy Act Issuances’ pub-
lished biennially by the Office of the Federal
Register. Requests for information and spe-
cific guidance on where to send requests for
records shall be mailed or delivered person-
ally to: Disclosure Officer, Communications
Division, Office of the Comptroller of the
Currency, 250 E Street, SW, Washington, DC
20219.

3. Requests for amendment of records. Initial
determinations under 31 CFR 1.27 (a) through
(d) whether to grant requests to amend
records will be made by the Comptroller’s
delegate or the head of the organizational
unit having immediate custody of the
records or the delegate of that official. Re-
quests for amendment shall be mailed or de-
livered personally to: Disclosure Officer,
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Communications Division, Office of the
Comptroller of the Currency, 250 E Street,
SW., Washington, DC 20219.

4. Administrative appeal of initial determina-
tions refusing amendment of records. Appellate
determinations refusing amendment of
records under 31 CFR 1.27(e) including exten-
sions of time on appeal, with respect to
records of the Office of the Comptroller of
the Currency will be made by the Comp-
troller of the Currency or the Comptroller’s
delegate. Appeals shall be mailed or deliv-
ered personally to: Disclosure Officer, Com-
munications Division, Office of the Comp-
troller of the Currency, 250 E Street, SW.,
Washington, DC 20219.

5. Statements of disagreement. ‘‘Statements
of Disagreement’ under 31 CFR 1.27(e)(4)(i)
shall be filed with the OCC’s Director of
Communications at the address indicated in
the letter of notification within 35 days of
the date of such notification and should be
limited to one page.

6. Service of process. Service of process shall
be delivered to the Chief Counsel or the Chief
Counsel’s delegate at the following location:
Office of the Comptroller of the Currency, 250
E Street, SW., Washington, DC 20219.

7. Annual notice of systems of records. The
annual notice of systems of records is pub-
lished by the Office of the Federal Register,
as specified in 5 U.S.C. 552a(f). The publica-
tion is entitled “Privacy Act Issuances’.
Any specific requirements for access, includ-
ing identification requirements, in addition
to the requirements set forth in 31 CFR 1.26
and 1.27 are indicated in the notice for the
pertinent system.

[62 FR 26305, July 14, 1987, as amended at 60
FR 57333, Nov. 15, 1995; 67 FR 34402, May 14,
2002]

APPENDIX K TO SUBPART C OF PART 1—
FEDERAL LAW ENFORCEMENT TRAIN-
ING CENTER

1. In general. This appendix applies to the
Federal Law Enforcement Training Center.
It sets forth specific notification and access
procedures with respect to particular sys-
tems of records, identifies the officers des-
ignated to make the initial determinations
with respect to notification and access to
records and accountings of disclosure of
records. This appendix also sets forth the
specific procedures for requesting amend-
ment of records and identifies the officers
designated to make the initial and appellate
determinations with respect to requests for
amendment of records. It identifies the offi-
cers designated to grant extensions of time
on appeal, the officers with whom ‘‘State-
ments of Disagreement’ may be filed, the of-
ficer designated to receive service of process
and the addresses for delivery of requests,
appeals, and service of process. In addition,
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it references the notice of systems of records
and notices of the routine uses of the infor-
mation in the system required by 5 U.S.C.
5562a(e) (4) and (11) and published annually by
the Office of the Federal Register, in ‘‘Pri-
vacy Act Issuances’.

2. Requests for notification and access to
records and accounting of disclosures. Initial
determinations under 31 CFR 1.26, whether to
grant requests for notification and acess to
records and accounting of disclosures for the
Federal Law Enforcement Training Center,
will be made by the head of the organiza-
tional unit having immediate custody of the
records requested or an official designated
by this official. This is indicated in the ap-
propriate system notice in ‘“‘Privacy Act
Issuances’ published annually by the Office
of the Federal Register. Requests for infor-
mation and specific guidance on where to
send requests for records may be mailed or
delivered personally to: Privacy Act Re-
quest, Library Building 262, Federal Law En-
forcement Training Center, Glynco, Georgia
31524.

3. Requests for amendment of records. Initial
determinations under 31 CFR 1.27 (a) through
(d), whether to grant requests to amend
records will be made by the head of the orga-
nizational unit having immediate custody of
the records or the delegate of such official.
Requests for amendment should be addressed
as indicated in the appropriate system notice
in “Privacy Act Issuances’ published by the
Office of the Federal Register. Requests for
information and specific guidance on where
to send requests for amendment should be
addressed to: Privacy Act Amendment Re-
quest, Federal Law Enforcement Training
Center, Glynco, Georgia 31524.

4. Administrative appeal of initial determina-
tions refusing amendment of records. Appellate
determinations refusing amendment of
records under 31 CFR 1.27(e) including exten-
sions of time on appeal, with respect to
records of the Federal Law Enforcement
Training Center will be made by the Assist-
ant Secretary (Enforcement), Department of
the Treasury or the delegate of such officer.
Appeals made by mail should be addressed
to, or delivered personally to: Privacy Act
Amendment Appeal, FLETC, Assistant Sec-
retary (Enforcement), Department of the
Treasury, 1500 Pennsylvania Avenue, NW.,
Room 4312, Washington, DC 20220.

5. Statements of disagreement. ‘‘Statements
of Disagreement’” under 31 CFR 1.27(e)(4)(i)
shall be filed with the official signing the no-
tification of refusal to amend at the address
indicated in the letter of notification within
35 days of the date of such notification and
should be limited to one page.

6. Service of process. Service of process will
be received by the General Counsel of the De-
partment of the Treasury or the delegate of
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such official and shall be delivered to the fol-
lowing location: General Counsel, Depart-
ment of the Treasury, Room 3000, Main
Treasury Building, 1500 Pennsylvania Ave-
nue, NW., Washington, DC 20220.

7. Annual notice of systems of records. The
annual notice of systems of records is pub-
lished by the Office of the Federal Register,
as specified in 5 U.S.C. 552a(f). The publica-
tion is entitled ‘‘Privacy Act Issuances’.
Any specific requirements for access, includ-
ing identification requirements, in addition
to the requirements set forth in 31 CFR 1.26
and 1.27 are indicated in the notice for the
pertinent system.

[62 FR 26305, July 14, 1987. Redesignated at 65
FR 2334, Jan. 14, 2000]

APPENDIX L TO SUBPART C OF PART 1—
OFFICE OF THRIFT SUPERVISION

1. In general. This appendix applies to the
Office of Thrift Supervision. It sets forth spe-
cific notification and access procedures with
respect to particular systems of records, and
identifies the officers designated to make
the initial determinations with respect to
notification and access to records, the offi-
cers designated to make the initial and ap-
pellate determinations with respect to re-
quests for amendment of records, the officers
designated to grant extensions of time on ap-
peal, the officers with whom ‘‘Statement of
Disagreement’” may be filed, the officer des-
ignated to receive services of process and the
addresses for delivery of requests, appeals,
and service of process. In addition, it ref-
erences the notice of systems of records and
notices of the routine uses of the informa-
tion in the system required by 5 U.S.C.
5b2a(e) (4) and (11) and published biennially
by the Office of the Federal Register in
“Privacy Act Issuances.”

2. Requests for mnotification and access to
records and accounting of disclosures. Initial
determinations under 31 CFR 1.26, whether to
grant requests for notification and access to
records and accountings of disclosures for
the Office of Thrift Supervision, will be made
by the head of the organizational unit hav-
ing immediate custody of the records re-
quested, or the delegate of such official. This
information is contained in the appropriate
system notice in the ‘‘Privacy Act
Issuances,” published biennially by the Of-
fice of the Federal Register. Requests for in-
formation and specific guidance on where to
send requests for records should be addressed
to: Privacy Act Request, Chief, Disclosure
Branch, Information Services Division, Of-
fice of Thrift Supervision, 1700 G Street,
NW., Washington, DC 20552.

Requests may be delivered in person to: Of-
fice of Thrift Supervision, Information Serv-
ices Division, 1700 G Street, NW., Wash-
ington, DC.
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3. Requests for amendments of records. Initial
determinations under 31 CFR 1.27 (a) through
(d) with respect to requests to amend records
maintained by the Office of Thrift Super-
vision will be made by the head of the orga-
nization or unit having immediate custody
of the records or the delegates of such offi-
cial. Requests for amendment of records
should be addressed as indicated in the ap-
propriate system notice in ‘‘Privacy Act
Issuances’ published by the Office of the
Federal Register. Requests for information
and specific guidance on where to send these
requests should be addressed to: Privacy Act
Amendment Request, Chief, Disclosure
Branch, Information Services Division, Of-
fice of Thrift Supervision, 1700 G Street,
NW., Washington, DC 20552.

Privacy Act Amendment Requests may be
delivered in person to: Office of Thrift Super-
vision, Information Services Division, 1700 G
Street, NW., Washington, DC.

4. Administrative appeal of initial determina-
tion refusing to amend record. Appellate deter-
mination under 31 CFR 1.27(e) with respect
to records of the Office of Thrift Supervision,
including extensions of time on appeal, will
be made by the Director, Public Affairs, Of-
fice of Thrift Supervision, or the delegate of
such official, as limited by 5 U.S.C. 552a(d) (2)
and (3). Appeals made by mail should be ad-
dressed as indicated in the letter of initial
decision or to: Privacy Act Amendment Re-
quest, Chief, Disclosure Branch, Information
Services Division, Office of Thrift Super-
vision, 1700 G Street, NW., Washington, DC
20552.

Appeals may be delivered in person to: Of-
fice of Thrift Supervision, Information Serv-
ices Division, 1700 G Street, NW., Wash-
ington, DC.

5. Statements of Disagreement. ‘‘Statements
of Disagreement’ as described in 31 CFR
1.27(e)(4) shall be filed with the official sign-
ing the notification of refusal to amend at
the address indicated in the letter of notifi-
cation within 35 days of the date of notifica-
tion and should be limited to one page.

6. Service of process. Service of process will
be received by the Corporate Secretary of
the Office of Thrift Supervision or the dele-
gate of such official and shall be delivered to
the following location: Corporate Secretary,
Office of Thrift Supervision, 1700 G Street,
NW., Washington, DC 20552.

7. Annual notice of systems of record. The an-
nual notice of systems of records required to
be published by the Office of the Federal
Register is included in the publication enti-
tled ‘“‘Privacy Act Issuances,”’ as specified in
5 U.S.C. b5b2a(f). Any specific requirements
for access, including identification require-
ments, in addition to the requirements set
forth in 31 CFR 1.26 and 1.27 and (8) below,
and locations for access are indicated in the
notice for the pertinent system.
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8. Verification of identity. An individual
seeking notification or access to records, or
seeking to amend a record, must satisfy one
of the following identification requirements
before action will be taken by the Office of
Thrift Supervision on any such request:

(i) An individual seeking notification or
access to records in person, or seeking to
amend a record in person, may establish
identity by the presentation of a single offi-
cial document bearing a photograph (such as
a passport or identification badge) or by the
presentation of two items of identification
which do not bear a photograph but do bear
both a name and signature (such as a driver’s
license or credit card).

(ii) An individual seeking notification or
access to records by mail, or seeking to
amend a record by mail, may establish iden-
tity by a signature, address, and one other
identifier such as a photocopy of a driver’s
license or other official document bearing
the individual’s signature.

(iii) Notwithstanding subdivisions (i) and
(ii) of this subparagraph, an individual seek-
ing notification or access to records by mail
or in person, or seeking to amend a record by
mail or in person, who so desires, may estab-
lish identity by providing a notarized state-
ment, swearing or affirming to such individ-
ual’s identity and to the fact that the indi-
vidual understands the penalties provided in
5 U.S.C. 552a(i)(3) for requesting or obtaining
access to records under false pretenses. Al-
ternatively, an individual may provide a
statement that the individual understands
the penalties provided in 5 U.S.C. 552a(i)(3)
for requesting or obtaining access to records
under false pretenses which is subscribed by
the individual as true and correct under pen-
alty of perjury pursuant to 28 U.S.C. 1746.
Notwithstanding subdivision (i), (ii), or (iii)
of this subparagraph, a designated official
may require additional proof of an individ-
ual’s identity before action will be taken on
any request, if such official determines that
it is necessary to protect against unauthor-
ized disclosure of information in a particular
case. In addition, a parent of any minor or a
legal guardian of any individual will be re-
quired to provide adequate proof of legal re-
lationship before such person may act on be-
half of such minor or such individual.

[60 FR 31633, June 16, 1995. Redesignated at 65
FR 2334, Jan. 14, 2000]

APPENDIX M TO SUBPART C OF PART 1
[RESERVED]

APPENDIX N TO SUBPART C OF PART 1—
FINANCIAL CRIMES ENFORCEMENT
NETWORK

1. In general. This appendix applies to the
Financial Crimes Enforcement Network
(FinCEN). It sets forth specific notification
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and access procedures with respect to par-
ticular systems of records, and identifies the
officers designated to make the initial deter-
minations with respect to notification and
access to records and accountings of disclo-
sures of records. This appendix also sets
forth the specific procedures for requesting
amendment of records and identifies the offi-
cers designated to make the initial and ap-
pellate determinations with respect to re-
quests for amendment of records. It identi-
fies the officers designated to grant exten-
sions of time on appeal, the officers with
whom ‘‘Statements of Disagreement’” may
be filed, the officer designated to receive
service of process and the addresses for deliv-
ery of requests, appeals, and service of proc-
ess. In addition, it references the notice of
systems of records and notices of the routine
uses of the information in the system re-
quired by 5 U.S.C. 552a(4) and (11) and pub-
lished biennially by the Office of the Federal
Register in ‘“‘Privacy Act Issuances.”

2. Requests for notification and access to
records and accountings of disclosures. Initial
determinations under 31 CFR 1.26, whether to
grant requests for notification and access to
records and accountings of disclosures for
FinCEN will be made by the Freedom of In-
formation/Privacy Act officer, FinCEN. Re-
quests may be mailed to: Privacy Act Re-
quest, Financial Crimes Enforcement Net-
work, Post Office Box 39, Vienna, VA 22183.

3. Requests for amendments of records. Initial
determinations under 31 CFR 1.27(a) through
(d) whether to grant requests to amend
records maintained by FinCEN will be made
by the Freedom of Information/Privacy Act
officer, FinCEN. Requests may be mailed to:
Privacy Act Request, Financial Crimes En-
forcement Network, Post Office Box 39, Vi-
enna, VA 22183.

4. Verification of Identity. An individual
seeking notification or access to records, or
seeking to amend a record, or seeking an ac-
counting of disclosures, must satisfy one of
the following identification requirements be-
fore action will be taken by FinCEN on any
such request:

(i) An individual may establish identity
through the mail by a signature, address,
and one other identifier such as a photocopy
of a driver’s license or other official docu-
ment bearing the individual’s signature.

(ii) Notwithstanding this paragraph (4)(i),
an individual may establish identity by pro-
viding a notarized statement, swearing or af-
firming to such individual’s identity and to
the fact that the individual understands the
penalties provided in 5 U.S.C. 552a(i)(3) for
requesting or obtaining access to records
under false pretenses.

(iii) Notwithstanding this paragraph (4)(i)
and (ii), the Freedom of Information Act/Pri-
vacy Act Officer or other designated official
may require additional proof of an individ-
ual’s identity before action will be taken on
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any request, if such official determines that
it is necessary to protect against unauthor-
ized disclosure of information in a particular
case. In addition, a parent of any minor or a
legal guardian of any individual will be re-
quired to provide adequate proof of legal re-
lationship before such person may act on be-
half of such minor or such individual.

5. Administrative appeal of initial determina-
tions refusing amendment of records. Appellate
determinations refusing amendment of
records under 31 CFR 1.27(e) including exten-
sions of time on appeal with respect to the
records of FinCEN will be made by the Direc-
tor of FinCEN or the delegate of the Direc-
tor. Appeals should be addressed to: Privacy
Act Amendment Appeal, Financial Crimes
Enforcement Network, Post Office Box 39,
Vienna, VA 22183.

6. Statements of Disagreement. ‘‘Statements
of Disagreement’ as described in 31 CFR
1.27(e)(4) shall be filed with the official sign-
ing the notification of refusal to amend at
the address indicated in the letter of notifi-
cation within 35 days of the date of such no-
tification and should be limited to one page.

7. Service of Process. Service of process will
be received by the Chief Counsel of FinCEN
and shall be delivered to the following loca-
tion: Office of Chief Counsel, Financial
Crimes Enforcement Network, Post Office
Box 39, Vienna, VA 22183.

8. Biennial notice of systems of records. The
biennial notice of systems of records is pub-
lished by the Office of the Federal Register,
as specified in 5 U.S.C. 552a(f). The publica-
tion is entitled “Privacy Act Issuances.”
Any specific requirements for access, includ-
ing identification requirements, in addition
to the requirements set forth in 31 CFR 1.26
and 1.27 and paragraph 4 of this appendix are
indicated in the notice for the pertinent sys-
tem.

[68 FR 55311, Sept. 25, 2003]

PART 2—NATIONAL SECURITY
INFORMATION

Sec.

2.1 Processing of mandatory declassifica-
tion review requests.

Access to classified information by his-
torical researchers, former Treasury
Presidential and Vice Presidential ap-
pointees, and former Presidents and Vice
Presidents.

AUTHORITY: 31 U.S.C. 321, E.O. 12958, 60 FR
19825, E.0. 13292, 68 FR 15315.

SOURCE: 72 FR 63104, Nov. 8, 2007, unless
otherwise noted.

2.2
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§2.1 Processing of mandatory declas-
sification review requests.

(a) Except as provided by section
3.4(b) of Executive Order 13292, Further
Amendment to Executive Order 12958,
as amended, Classified National Security
Information, all information classified
by the Department of the Treasury
under these Orders or any predecessor
Executive Order shall be subject to
mandatory declassification review by
the Department, if:

(1) The request for a mandatory de-
classification review describes the doc-
ument or material containing the in-
formation with sufficient specificity to
enable Treasury personnel to locate it
with a reasonable amount of effort;

(2) The information is not exempt
from search and review under sections
105C, 105D, or 701 of the National Secu-
rity Act of 1947 (60 U.S.C. 431, 432 and
432a); and

(3) The information has not been re-
viewed for declassification within the
past 2 years or the information is not
the subject of pending litigation.

(b) Requests for classified records
originated by the Department of the
Treasury shall be directed to the Office
of Security Programs, Attention: As-
sistant Director (Information Secu-
rity), 1500 Pennsylvania Avenue, NW.,
Washington, DC 20220. Upon receipt of
each request for mandatory declas-
sification review, pursuant to section
3.5 of Executive Order 13292, the fol-
lowing procedures will apply:

(1) The Office of Security Programs
will acknowledge receipt of the re-
quest.

(2)(1) A mandatory declassification
review request need not identify the re-
quested information by date or title of
the responsive records, but must be of
sufficient specificity to allow Treasury
personnel to locate records containing
the information sought with a reason-
able amount of effort. Whenever a re-
quest does not reasonably describe the
information sought, the requester will
be notified by the Office of Security
Programs that unless additional infor-
mation is provided or the scope of the
request is narrowed, no further action
will be undertaken with respect to the
request.

(ii) If Treasury has reviewed the in-
formation within the past 2 years and
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